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9% 



Internet 
Gateway 

M\)i\ «Wtt'L ulLuJ! ua-iiS) 
o^J<) <u-U ^4 f.^ut JS wt£l; 



u3 jjj jjLiLa CjlSfu • 



□ 



yl&tf/l jail Olji Ja ^ 



PathPing 



networkset .net 




Net Flow 



ln1ri«*|>p.p Mwi 

^ 4 f IWIM1IH * «. *"■«■■•. ■ i/Mhrti ■ J 

Showing dm It om €t/.'l'DI Id It : OlillfHIill [t] { 11 tf^ < > , 



Top Ho*tv Top Talker* it < port" luni) i4i», ah wh^iim.i 





HI ,t) ;m lir-wiii^i 
(H mmn i . « 
Q 1 until* 
a mj IBM in 



m mri in 
a uiii im 

IN IU I 140 

h;i ui.ai 
mm mm 
i r f 1 1 ko u 
>i% im.it in 



IIM *u 



■ " I M Ml 

t« nni 







c£qju__ll 09JJ---J 



om18899@gmail.com 
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£tl£j*» chU^ JS Jjjj Jtj-w*j J-a& u^I <J* ^ »^ SHJ--^ Jji Sj,i_l ^ Sjj_j £ 

SjSjlaJI jLa&SH (j\ ujjjP < jfoij 4 bj Si j^lj J-<— I Ijjj (jl jtjlj A-ajJju <j-a L? ^— i 

(j-a ( y— all I — 

19SI! diUjJi ^ij fcij-j Vji 1— 1 Ujt%_i1 JUa l^UJa _w»j CjVU__I JS ^1 

lil ^bVl -_J <^ AS j*>a <ijlaj tfj 4lua jj _>I AjjjjlII tlibuaUJt ^1 42u«|jj J^Li <> 

^1 (iliajV JJJA ^j—4 <_flS jjV (jl t-Qj^l J-ll JJ-ai (jC JjJ— y__i j % fj\ _ya <___ii ji Jjl Ul 
Ajjjij AjtSii ?\ jfrl 1 0 S JJA 4j._ jrivii j-a JJ_2l I jsA jj£j i_fi AjUs jU fj_U 5 jj* 

Jj* jl ^_uu j__3 AljJ_l $jA JtJJ— ' AjjJ^ (j^aiVLjj Jjj-jj Jluu J-aa_l _-a LS J& 
SjjAj-aJl l_L— all jj_1 ja ^yfc <j_La_JI jV jjj— ill A_A_.Lj »A jjP j-a p-l jj j^VI ^A uUJ-jt 
J-a& jjjkj cr Sfr jj_I SjjL 6^4J tfjllj S jli <U_1j CjUiil ^ Alifrj AiLuaVU J^l I^A ^ 
jj jlaj ^UHbj 4 S j j-ua ^ j^Lj J^_U 4XaP Jj_i J jSf I A-*A ^ ill jJf— I iS jAll 

a jj.nVi aj 4-4 jii ,ji LajU ci-^lj *.Jr^ UJ-V ^ J— ~' J^J*^' Lf**\ — I *La.jlUl La) 

jl J^La. Sja— t t^teiSj ^jl jj jj Jilli <L-aij JJjiaa oLiJIj 4_u-j| jJ dl^j) ^U) ^ 

j^jLaj ^1 Jilu! jJI ^ I <*pA\ S ^lmiS j— L^l j\ aS\ aaiau ^ ill laUUIl o^au 
OLij J-»*il CjI LpilUaj) ^ylaaj ^1 ^<ulaul) CU j\ U—l £_ul ^ (jlkj 

SjA ^oj ^ (J~^j ^ii AIaG ^1 O— L— ! t ^J ' ^flJ ^ Cjj^iuJI ^Aj JaIj ^^jjua ^ 

IjjUI ^ j^ua-i Ji3^^ ^ f— 1 b ^ f^Sn »it Ju jj>ii g^i ill 

AiJa jii Lf ic —a — diuttjj p.Lui Jap jUjI L5 ic ^ 

J*fr (jP (ijajj 9 Ubj| ^Ulj JlJij Jajdl lt^J Ol 

I Jfr ft Laoaj cJ j A£. j jj uflj^) Lai J-axj < ___ J _ d-iJA ^jj ujjjla) ji j JjlLa (jjJJ 

LflJ-yflij (J- 4 *- 4 UJ^ U' '"^ < . tl (J^^J ^(jT^ Ci^ — J-l (jj^j LajIj ^J^ajil-LJ 

4j4& ^ j-ujI Jlju S jj— I Lf ip tjjluflau jjjjJl y^LLu^i (j-a dkatj ufl ^1 CjLuiUuVt 
V L-fljIa jj ALlLa (Jya£< ^UjI — U i— ^ AJul\ djlaxjj ^iahj) JlwU iiLI& (j uSt n lijm ^1 j 

. I!!! ALLLaJ! J4ft Jl— ^jjj j£\ j& — i jjaSfl dao3t 

djLfr ^Lal Sjj>I jla CjiljLa S jj_li J-aC. jLau) ^jjal ii3 ^ j a j; <— il jjVI — aic-l jl j-^ 
Sjj_I Aj3 jau a alj jaSl Jf2 CjijUSTl aaau L-fljS j_j <ajV o*J ^U-a JSJbj 

(ilia ^Hau tjjij CjljluilO «Jr^ CjbdllaJl Aillja CjUjXailj LIiLjjjUII jA (jLLa JJailj 

LjbjlLaij ^ jSI <__ji djlujj j LjjjaJlj ? i_LS ^^ULuu LJjuij t— Jl ->"^ L^Lj— <UijS Ai js-4 

Jj f ^Sr iillua jj ^3 Sf i jilb ^jiiajVj Wu j*iafr £aj Cit%^Aj ^UoliJ) AjJj*il 
(ijahjll & j_a ^ji j Ajl^Sf 1 (-J jau ^Sj ^1 (j i j Sj^tLba AjI& Ajla>VU ^ j Jt J*ut ^ I jaj j i J j— 
U J*jj Ifofftj jl JjUj Ajjj— iVl 4*ilb jl Ajjj*ii 4xUU ^Ililti) o^- jj JjUj Jp jp 

C£j lyte< J— _ lj j^ ^1 S jj_I t> Jil^Ji cjajll ^ i— Vj Jl— 1 o— L— i AjUSfl ^ja 

. JUa]1 )oA ^1 SjjSI SjjI 6 M ^sJ_&1 j^VI liAj _-u,Vl ^ Jjll jUwil! UjU 
SIa ^Uau (jll Ajjp Jja_UI jS-ajj I jj> S jj— I (jl jjjjiil ^— I I JA A— 5"^_ii 

ij-— — *_ I — — j ^_— ( _ 5 _ <— iljjj-a ji Cjli ja-d ^ i liLaLat ^— uV j i Aj— 1 -iJt I j L-aaiij ^ ^jiaju 
— ji LajlJ ^Jjj AJ— j| j ^l— j ji 3 jjjk ^L— j Lai L ^^lll J-aaJl jjI ^Lal p^ui JxL (ji ^jJaluuV 
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207-214- 147-42 f*t pfirrur 
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707 17144.124 

TO* 44 TO. 174 
<4*4 Km 11^* a«« 
714 170 17\ 707 
<wc *ww «pc<« ««m 
21424447.124 



T072I4 147 47 
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1*2 144V 1 140 
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714 74C §7 174 
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Jl JjSjjj_j j^f J 3^3 cLulSldi Jj-> j^saju ^yjLlH Ja^Ui*^! Lai 

platform ji* <wu 31^1 ^ ciLxjL^I SNMP 
1:^5 resource utilization, traffic counts, and error counts 

Netflow 

^3$ftS ^ jlaJl adA j CiU £4*1 j jJa 2_Lui NetfloWJt JU2ay 

Source IP address 
Destination IP address 

Source port for UDP or TCP, 0 for other protocols 
^ Destination port for UDP or TCP, type and code for 
ICMP, or 0 for other protocols 
IP protocol 
Ingress interface 

2lJUju fLuoii J^S^j^jnJl Jill *gj u »j JJI JjLuISLo^I ^^juj Jaj^'Mj ^ 4ot4wLtuj 
iji Jiu» j» Jb&lud) jl^sJl £Lul£_4l wtujoti d_>LLa bulag Aaj SUl CiL* aiall 

L2\L3\L4 0 ^ 
NetflowJi ciijiJL^l 

NetfloWJJ Ci» jlJu^i dJUA 
Sjj^j DJL^j JbtJl Lu^j lt-^ ^StH* J-&^3 Lati ljttj ml julS^I 4^ ^j^ualisJl 



Netfl0WJl ^ ^JJJ U "; j)^mjm jjSJl Cl^ftSjJ^jOt JLxl ^ LujJL> 

Jflow or cflowd for Juniper Networks 
NetStream for 3Com/H3C 
NetStream for Huawei Technology 
Cflowd for Alcatel- Lucent 
sFlow for Foundry Networks/Brocade 

Netflow ji SNMP ji ,*£*u 
jyasej j\ y£u> Ah't a jujstj Flow Traffic 

iiiJbel& 44^1 ^>uf^ l^J f»^2u ^,111 CjljlJLC^i JM> AiS tJLAj 

i^o^ (4oj $\ Netflow analyzer ji js jlju ua ^1 Cache 
duu 44*jfj r^KJt (times out) i^ucuu rj^ai *j ju j 

jS\ J3*^ ^ (PUSH )t444^ 2ui£ Jut 3£ jJ o 1 

ljo^ j! f 42u ^uat 0^ SNMP ji 3 Netflow 

Network Manage- s \ NMSji j^u ^ )ULLP( ^uJidUftUii 

js^y j^UlUi ^ SNMP ji ^ij ment Station 

l5 jJI j Sua1 jil j5>4 ^ (4S^UI ^ I445JU f 3iu NetflowJi U^j j£\ 

l5jl3i jI^ji j^u. ^ Export C4U4UH jjju^Oi j/sri oV 
<>» Import dUftUii ji jO^U 



(D 



NetworkSet 



o- 



Version 


Description 


VI 


First implementation now obsolete and restricted to IT > v4 f without IP mask 

A. 11 kJl X 111 yy X W 111V X X Ll-lt X V_y 11^ XXV-/ V V V-f OV1 Vv V ^ CI 1 1 vX X 1- 1 X w X. X \~s 1 X V ■ 1 V V X HI V/ CI I, A_ _X_ 111 1 1 kJIV 

and A S Nu nib er , 


V2 


Cisco internal version never released 


V3 


Cisco internal version never released 


V4 


Cisco internal version, never released. 


V5 


IVIost common version available fas of 2009) on manv routers from 

J- ▼ -X- V/ kJ I. X X XX X X X X V -L kJX V^y XX, V-l V CVX X C-l C/ X W 1 |«|> kJ V-^ X. V-' W — I X_/ XX XX X CI X XV X v/v-l A, V^X kJ X. X XXX 

different brands but restricted to IPv4 flows 

V.1 X X_ X_ I \~s 1 1 I. C X C I X 1VI O , C d I. X k_F 11 X i. V.1 I. X i V I X_ X V/ V V k_T . 


V6 


No longer supported by Cisco. Encapsulation information. (?) 


V7 


I ilcp vpr^ion S with a ^onrr p roufpr fl pld TT^pd fonlv*?^ on Ci^oo Catalv^t 

j — t x iw v v^x k»ivii vvi in cx k>v_/cix w ± v_/ci ivi 11 viu. vjovu i v/iii y ; f vii v_ i o v_/ v_ ci i. ci x y 

switches. 


V8 


Slp\/prpil n trcrrpcrpiti on form but onlv for information that iq alrpadv nrp<vPiit in 

k_> w V vl <XL U^^l Vta,ClU c/11 1U1 L/c-IL Wlll^y 1U1 1111 KJ1 111 cell v_yl 1 L llclL 1 o Clll \^Cl\A y |J1 vaV^lll 111 

version 5 records 


V9 


aka vlO; TKTF Standardized Net Flow 9 with several extensions like 
E nter ori s e-d efi ned fields tvoes and variable length fields 



6 



192 168.0 228 
C sco Unified Communications 
Manager Server 



Web Servo 





Fa O-'i 



Fa 0 O 




NotFlow 
Enabled 
Router 



1088.6 
IP Phone 




192.168.1 50 
NotFlow 
CoMector 



NetflowJi JIJLC! 
S jrvtS CjUjIS^I 05* ^ct^» u^H» J ^«-» Netflow Jl jIjlcI Oi^J 

Oi-ui 0^^> ^ J^Jt 2u^^ J! A^Lub^L «U£ 



Cisco's IOS 



o 



R4# conf term 
R4(config)# int fa 0/0 
R4(config-if)# ip flow ingress 
R4(config-if)# exit 
R4(config)# int fa 0/1 
R4(conflg-if)# ip flow ingress 
R4(config-if)# exit 

R4(config)# ip flow-export source io 0 
R4(coriflg)# ip flow-export version 5 

R4(config)# ip flow-export destination 192.168.1.50 5000 
R4(conig)# end 



— 

1841 
Router 1 





262i)XM 
RouterO 



Cloud-PT 
Internet 



PC-PT 
Netflow Collector 



Cisco's IOS 



Router (conf1g)#interface FastEthernet 0, 0 
Router (con flg-if )#ip route-cache flow 



1/0 ^0/0 JM> 5-9 J^jlj ^jJ! dJui! >U! Sua! jyjbtUU^ 

tj3Mi ^i^ 1 JM^ tVi jiju t5aJ» j03l JS ^ij-A LLi<Lal JIUUi 

(Times out) j^u ^ us ^i^i j *12lJl flowii <ua 



Cisco's IOS 



router (config)# ip flow-cache timeout active 5 
router (conflg)# ip flow-cache timeout inactive 30 



1 



Cisco's IOS 



router (conflg)# ip flow-export version 5 

router (conflg)# ip flow-export destination <ip_address> 2000 
router (conflg)# ip flow-export source FastEthernet 0/0 



jl netflow ji g^* >aj 5ujL?=iuai j^ijti i j^t^^ » j^t^ 

Trubleshootingpii J?.! ^ 



Cisco's IOS 




PCPT 

l^bi M.Uri 0 | ^ 2ut* 20^^ ^2000 jJt 2uUSj Lu^ Iajlsu^ 

NetflowJi 

^jji oism jyjbej jjvi >4lfij UDPji JjS>s^jj jm^ 



NetworkSet 



router* show ip flow export 
router* show ip cache flow 
router* show ip cache verbose flow 






gate (S®Mpm&i 1 





Microsoft* 



System Center 

Configuration Manager2007 



O 



.(17% ^UM^'to^* 

.(31% ) 

.(31% ) 

.(15% ) SCCM2007 ji 4j,u« • 



o 



Deploying a SCCM 2007 server (9 percent) 

set up and configure an Active Directory schema. 
Migrate from an sms 2003 hierarchy to sccm 2007. 
Configure an SCCM hierarchy. 
Set up and configure security accounts. 

Configuring an sccm infrastructure (19 percent) 



Configure client agents, i 
configure site boundaries. 



gur 

configure core site system roles. 
Configure discovery methods. 
Configure client installation. 

Configure SCCM infrastructure for Internet -based client management 
Managing Resources (14 percent) 



Build an SCCM collection by using queries. 

Meter software usage. 

Manage assets. 

Manage inventory flow. 

Manage client agents. 

Distributing Applications (17 percent) 



Manage packages. 
Manage programs. 
Manage advertisements. 
Schedule distribution. 

Track success and failure rates for distribution. 
Manage distribution points. 



Deploying operating systems (13 per 



Capture a reference computer image. 
Manage task sequences. 

Configure site system roles related to deploying operating systems, 
Deploy operating system packages, 
customize user state migration. 
Deliver applications. 

securing a Network infrastructure (13 percent) 

Configure Network Access Protection (nap). 
Maintain nap. 

Migrate from itwu to wsus. 

Deploy software updates. 

Manage vulnerability compliance. 

Managing and Maintaining an SCCM Infrastructure (15 percent) 

Manage system health. 

configure automatic maintenance tasks. 

create custom reports. 

Maintain clients. 

Manage systems by using configuration management. 
Manage wake on LAN. 



j_a JUjil Qg&gg&i (2010 -July ) j4i JJbt J f£UjL^ us 

Lpiij( SCCM2007 )j»Uaj ciUiisub ^i^w i>u]i 
^LLjis^b UaMCTS 70-401( ^^nsu ^u^i^ijobei*^ 

♦* ++ 
pllaiJi \J4 AAtnlttiW Cit jlJL-^l J (MCITP) Jla JLOiit CibL^L JI JLalitft 

44ti W" ful 4jJUjl)I jLjI^oJIj aH^JlII dL_>> Ojjj J gijuuLLu j_jjJojJI (Jufe J§ 
JjI jl or J I ^9^5 CiLxJUaJl j-jjIajj ^.j,^*«"tt * Dbejb jjiuJl 

.SCCM j»u^i ji 

*;jtUtt Ciljt^il^ , Jj^anUl J_4 SCCM2007J( 

"i^y^ dUjjAjJt\ ji muaj 

) fUaj fJ^I jjlaj iS^S (SMS) pUaj <J 

.(tfjM) (SCCM2007 

(WSUS) LluJbeUl ClUjL^J (WDS) j^JLijll jJ^kOJl JjUjli. ^ a jj^* 

.(l5>iLj) (SW Packaging) jjU^i j%Ji ^u>. ^ j^uui j d ^ # 

4^ gj>23 ^jii^MCTS 70-401 ) 0 «*2-» ^"SCCM2007 

.(9% ) SCCM2007 ji >^ ujag 
.(91% ) SCCM2007 

.(41% ) jj^ii 



(D 



Center 



P 

Primary 




Secondary 



Links 



.SMS2003 3 \ SCCM r.ri 

i^jmult AJ^b&a (3t^J «U4^ CjIjIjlcI Jt V$1 ^Ubsj SCCM Jt > t ij"Vn Cu-uu duU 
GHZ2.0 JuixflJ gdbdl Afi^yj j&jyJl 4juuJU : (jJJ4)1#) ^Ut J|JU:I J 

1 5 GB Jt$-> £JLu (dUu^ ^jl^O ulbdJl j-4 Aju^bl^ 4_>Ul4_9 GB1 a jStjJl^ 

ut .Win Server2003 SP1 javi ^ o» pu*j £^ J* ^Ubi 

zdLalt 4X. j-uj ^ I^jUl^I SCCMjt JM> t>» Ifetet aThb (Jill Cil jJJ^IlqSlU 4_uaJJb 

384MB um.MHZSOOja* 
jl>i q£s$ o' v?y lM^ 1 t£ J 1 aJkUoI 350MB jt>> £Lu (dL*.i 4 

-:SCCMJI l^cJu^ JUl 4<£ktfl g*jf ,JE3fl JS^Jl 



Windows 

Windows 

Wirdc 

Windows 

Windows 

Windows 

Windows 

Windows 

Windows 

Windows 

Windows 

Windows 

Win dcA: 

Windows 

Windows 

"Windows 

Windows 



95 
98 

Millennium Edition 

XP Media Center Edition 

XP Starter Edrtion 

XP Home Editron ^ 

XP Professional, with less rhan Service Pack 2 applied 

Vista Starter Edition 

Vista Home Basic Edition 

Vista Home Premium Edtbon 

NT Workstation 4.0 

NT Server 4.0 

2000 Server, Service Pack 3 and earlier 
2003 Server, with no service pack installed 
CC 3.0 

Mokxle Pocket PC 2002 
Motxle Smart Prone 2002 



4a2^l CJuJSzA jnJl \.JJu^T\ 4_jL?&4jJI »jLJLLxUl . O 

O-MMC3.0. 

• Net Frame work 2.0. 

• SQL SP2 ( Full Version / Not express ) . 

-•.attjl JS^JI drtub^o <u£U»l CibiiaXa * 



Internet Information Services (IIS) 6.0 or later is required if the system will perform any of the 
following site systems roles: 

• Background InteJIiocrt T^ansfc Service (BITS) -enabled distribution pemt. This role rcsu rc: 
BITS server extensions and Web Distributed Authoring and Versioning (WebDAV) 
extensions. IIS is not required if the distribution point will not be BITS-enobled. 

• Management point. This ^ole requires BITS sever IIS extensions and WebDAV IIS 
extensions. 

• Reporting point. This *"ole requires Active Server pages. A 

• Software Update Point 

• Server locator point. 

All Configuration Manager distribution point systems using BITS bandwidth throttling require 
BITS 2.0 or later. 

Management points and server locator points configured to be part of a Network Load Balancing 
(NIB) cluster are supported. 

All site servers ""equire Internet Explorer S.O or later. 

Windows Server 2008 is the only supported operating system for hosting the System Health 
Validator point srte system role. 



.SCCM s i>i 
- :ta A SCCM2007ji *i>i 

if 

.SCCM Components cAjjSii- 1 
Ci\j^juM}\ &jai dQjj AD siteJi AV>t„\& ?\ Subnet IPji A\^, a \^ 

.451uuJl $\ JjjJ_>> l^jjljl ftjUUa JJl till jJj^ajuSJIj 

dUjj ga^ii jo.jl> /yj^ QgZm jui cii jyJi 4j (^um :Site server > • 

. IfjjU-l UjlS Ji$S&\ fcUtLOjA JU^»1U 

Site System 1^1 cjIj^ ^ ^ ^m>" ^ :Site System aU^ji • 

.Al£ JSLZLl d5,uuJl j pljVl 

<jbtJLw ^LuisLdi usj jjuj r aSi i^im /Lfliai diKift :Site Hierarchy «uHm1i • 

.(JQ^jj) SCCM2007JI CaUjL^ jr^jJJ^^^jtl 

Configuration) ^jjOJi jjju *.<jinn :The Client J^«ii ' 
Jj4^j j^i t>»i ^LiJi j^b & m**ju jjj^wS 31^ js jic (Manager 
uxxi^iJ iju^oj 45LuiJb cU^u jit dj^^t 4^ ( Discovery ) ^ ^u^xi 

jjUl 4aj\^ Jl 12l>^ U^Lajl U-4 ' fliaSII Ja£ Ci\^jI J M> dJLrd-o jj£ Mj_a 

.SCCM2007J AkuJ^j AssJUii 4^121 

.Site System Roles j\$sx\ - lj 
Device Mgmt ojUt 4Ju^ j ajl^Loj :Site Server ^^ii cii^j^ • 
ji j^^jlj jj^uJi i^Ji jruiu jLi> 4ia2u : Distribution Point ^3^1 i^i^ • 

. PXE ^IJdexuIj Jj* iojJI uxttoJUJ 4-oJL>. JJJj JUu> CiLaJLitll 

ptx».t 4^j.ui ciUjl^ tj& j^asdJ : Management Point .bUti ■ 

. WSUS au^j dilj jn» jM'tW 
: Reporting Point jjjIioji J^i^i • 

4^bsJi Uj^i.u ajlui^j 4-ui j ajlc jlu: :Server Locator Point 

4JU> 4juUU s^UaJl t>» IsLttiJl dd^j 4jU^^I AD tJjgSjS* auS^L 

SHV-System Health Value JM^ ^mi dUj jti* , <u^^i 

Vin"^" cjUUi DJicia jic c^>bu :Data Base Server cauuai jlci^ • 

.SCCM2007ji 4-dj^Ji caU^uiL 
.i^jjbi SCCM2007ji j^jyj ^jSUj jui jtj^vi gt^a ^ u^ju jsliji 



o 



Type 



CcnfigMgr component server 
C:nh^:r jevee managemert point 
C:nfi^'>;r istrirutizn pont 

C uli f ) :r n-i .-jj-t i-uf pmit 

Ccnfigf^ar PXE service point 



'_:nfi:W:r 'cco?tro pone 



CcnfigT^gr ate server 
ConflgfOgr site system 
ConfigfAar scftvwe update pont 
l£j Ccnfiof 1 )^ ate database server 
iy ConftgMgr system health va/lddtor pont 



Ser-zcf 
Ser'/er 
Ser'/et 
Servet 
Server 



iorver 



Ser'/ef 
Server 

"C'vi 

Server 



Site Hierarchy. <uis^ji-ci 

-: L y& 4j^j Jl 4jd5UgJl ^ uJflJ 

^■ijit du2u cjULu £>d£^ jus LSjbJi jJ' >ai' j^i (Center) 3s >u • 

.SCCMji^jUjuj 

Jj£ j-4 jlJUj 4^jlieJl 4jULli ad£,C3 Jk. (5>bti5 (Primary) u nij'i jJl g&3X\ • 

jia j.4 j» juj 4j 4^i> ciUUj d d£ta j^ti>bti^ (Secondary) * 

-: g^ljil iadl jj 4aiuSJ ^Ju^>i JUJI JSaMl j 



4j j j j l uajjlaLUt jLui>»l ^Ju CiLutLu Sjlc j^laj 



o- 

SCCMjl , nmiM etJUit -r 

jjiVi js^ai a i^^u us$ ujis_uiJi o jbi j^jb^ tsjjt (SYS Center Conf Mgr 



m 1 t£ m 



. ,,--, ltf - ,-. , . system Center CWtquraUon Monaoer 



_j See Database (C£f I - SCCFT' 
H Ste Management 

. .J _t:\ •_: ■ Mjmcc: - 
B-^| Computer Management 
< •/ Coloffions 

Corftctmj Records 

• ilj Software DBtrbuOon 

Software Updates 

* £ 1 -'Derating System De 

Software Meter [rig 
» 9 fteporbno 
33 JjQ Desred configurator 
S] La. Queues 
S-fl' Mobitt^frvide Mena^ 
. f A"-'.'- 1 lot' 

ffl-fijj System Status 
ft) K Security Ritfits 
B w | Took 



Welcome I Sign In United States - English » ( 

Mi&VSOft TechNet system Center 

Configuration 
Manager 
TechCenter 



Scartfi Tectoti nth i ive Scar A 



Home Library 



Printer Friendly Version Add To Favorites Send 

Click to Rate and Give Feedback „.,> 

TechNet » TechCenter* l System Center Configuration Manager... » 
System Center Configuration Manager... 

System Center Configuration Manager 



System Center Configuration Manager 
2007 is the next version of Systems 
Management Server (SMS) 2003. 
Configuration Manager 2007 contributes 
to a more effective IT department by 



Previous version of 
Configuration Manage 

Systems Mdnaoemen 



- 



Actions 

Sy»tf?m Center Con-. 

^) Connect to Sta ... 

Customer E»pen.,, 
^ Give Feedback 
view 

Nov* Wrdowfro.., 
Q Refresh 
Hob 



u ji <uUj 4^ joJi ^uU£ SCCM2007 jiSMS 2003 J1 4Ah aju j Ui 

pt j^l jJSwiJl <J U£o JLUI 4^>-^t« u%i t*>Sli^ '"^ "VjAt" 



sccm sites cannot be child sites of SMS 2003 sites. 
sms 2003 sites can be child sites of sccm sites. 

Native mode sccm sites cannot be child sites of mixed mode sccm sites 

sccm clients cannot be assigned to an sms 2003 site. 

SMS 2003 clients can be assigned to an SCCM site. 

SMS 2003 primary sites cannot be managed through the SCCM console. 

SMS 2003 secondary sites can be managed through the SCCM console. 

- only when the sms 2003 secondary site 1s directly below an SCCM site. 

sms 2003 clients must be upgraded after their site server. 

SMS 2003 sites to be upgraded must be set to advanced security. 

SMS 2003 clients must be advanced clients. 

All SMS 2003 feature packs must be uninstalled (except for itmu). 
SMS_def.«of customization will not automatically survive the upgrade, 
start with the central site, then work your way down the hierarchy. 
a parallel sccm instance in some cases 1s a better option. 



f-sUaJl J 4&\ Uj^$a 3 SCCMJI fUaJ i>U]( jJj^Ul CV» Ji*l ufl r, J $4* 
CiU^Jbtll 4L> jJk ,SCCM cMa£ j-i^laj ,jjLaI1 JsLZoSl) Jut Ji jajM cjjtjl 

.(4jluLu^I 



Jj}\$ 4jLjlDl al> jit sIJUj <)uj$ J j^\ jJl$ jJj-SjtflJl CablJLtl J_4 plfjj^l JLau 

^J^ftSj SCCMjl ■ j^jruoJt 4uiU<p Jn j "" 

db^fl JM_>. j-a uaoS^fl l»jSua 4ju«jj ! U-i51uJi 

duUtii j^jruJi j\4>> js. jjLu EXTADSCH.EXE 

ob?i jiaiii rni. (NW Forest Root) <uSu£i\ 

.SCCMji 

(System Management) Q mV.jS) 
<>»(ADSIEDIT.MSI) j»ta*i^i j^u ^ dJj^ ( cn=system )jUXi 

u^j^j fju=. 4JU j(SQL2005 or 2008) ji ciUUJi uimn-^ 

12 Uti A 

+ 

J^hj SCCMJI J (^4 j^b JLvl^La g-oU ^ ^ CiLdlalil JaJU '\jhn~ 



Microsoft System Center Lonfiquratton Manager 20U / 



Installation Prerequisite Check 

bo~.jp is cheering for wtental nstalafcon prcbtems. if i retaliated piotloms are found, Setup will display detals about 
how to resove the crobtems. 

PrerequrflterestA: 



Prefeqjste 


I Status 


System 


:<tc .-rc 




If^SoHmfc up^tcs K59 32303 


Warnnq 


SCCMMJGGtT 


an 5tc 


_^WSUS SDK on s«e server 
j&SQL Server security mode 
© HS service runnng 
OenShsteled 
VBITS enabled 

... i ««■ . . ■ i 


vvarnng 

Warnng 

Error 

Error 

Error 


^.'.'■rjj.'j- : 
SCCM NUGGET 
SCCM NUGGET 
SCCMNUGGET 
SCCMNUGGEl 

****** m ■ w 


Primaiy Site 
SQL Server 

Ma .nj-t i-n* fur 

Maroqcnent Por 
'■•'.j-.jainim 1 or 

- i ".("' 









Pje'e^utiite checkir>g has completed. 



*are u;dx-:-: ■ b. J 



Tf n wr<U nrVMa nioy itop re&pcndng on Configuration Manager site systems ttte .NET 2.0 frarrievvcrk m&teiled 
More hformatkn about tHs update is evalable at: r^tp://r/>.rricf0scft.rxmyfwlny>linkld=93927. 



o 



\Mf/> Latent Fvereqjste t*forri%5tlcri 



Run Check 



OK 



Carce! 



?LogJ( J2Lj; jUia 



£jl& ji dii ^ ^ iTjJb ^ jjtr>ih"ti aajUU debug ^i 2liUSj cwa^j 
tiJJ< Terminal Monitor jJis Lla rr t m j^i> ^ j^'u 

o 

juji j-4^i 2ueisLi ^i2u^ Privileged Mode ji $ >-uSu 

terminal no monitor 

** 

pSuui lA j£.\ Cujbj |JUJL>. \jluZ wlU CxaJS^ £^ub>ll fJUb ^ 1 j%j£ Cdubl JL^ J^Sl 

f ^j^)by default(w^nj) oi cuS $ f v j»l >*Sfi ta^ jsjju cuS 



Terminal 

j-4^1 ^kaUtu^ SbwJbi JL>I^ »— lloj J* Jjju <ClC ^y-iUS .lllu 3 IllOnitOT 

ji^ji oj^j CCNA Dji^jj j^oL>* (j^astw rjd jji^lu Uub ^ ^^jfl-vl ifj 
ji 5! cdiiJi f jbeiui ujq^ Log message Ji jlau? ^ 5^=^^ ^ 9*3 

SSH 

*+ ** 

j* i fij^j I j\i I 3^JLxj ^jJ ^i,<j-'6J^ jj^j^SJl tUuljJ I $$jLi\ ^j^\^cjm\ CiyCj (J* Jl^ioJl 
j5J iCuuu CjjIS mljJ ji tjj-aj^ ^{j'i^ jJL4 ^JLc U-da^ ^iSLullI aJL^ Jl^sj 
Ja£.I JSLiU ^11 j J-> J-J ^ 5 j^<£ 4jwj5bi j^MJ I ^l^j JL^ Q qSlj^ 
ijy^ ^.t-u-q (jULflJjla JJUiA jJ^jJb JLsaj>U JI ^-w^tJl JLa£. l^^jJUJ 3^ US 

2da*i , hn'.i j VTY ji (jjjia ^ 2ujiiJi ^ Console Port ji jjjia ^ oiSj 
2u*is Teletype ^is^ Virtual TeletYpe jut VTY 2uis 

Djjirnll J§ SJ^I OJLA Jil_4 <uJlc 



mum 



o- 




++ +* ' 

0' (^5uua 4<*iJl J§ ^yjL-^i^ Igj r jU=>i o' &£jf /yyuM^fj jx.LL» 

+♦ +* ** 

** 

****** ** ♦* ** ** * 



laAi I^jlU: l-l^I ^Vjl 2UUalt J^SI 0' £^ CitfjUUt dUb o» Crijl 

.IgjUzb j j 4-4^1 ^artJ^ i imllQjS'jm 

* ** * * ** 

CSEM>CSA M>MCP ...ci^j^u cuUjjS sarcut ajuss 

CjUijjS j-4 CuL^Ijt bbi oJ (J^iLJl JlHl J§ JH* jJ Lluj^b US) 2L2u2utt3t ^ 

CiiS^i Ji jJ*A) CCNP ^ (jUl*lt ^o-Lu; CjIS^, JjL4j) CCNA jS'mjm 

&S4m cd£ ob Windows XP ^ ji4 Ja*&ai ^ui^i 

** 

3S1 jji jS\ jl>i 0- 4 <j4uk3 ^j-ii Windows XP ^ Jj9 s <«S3 

lJUb (jjajl) (pJbbJb ^d^jLoij Siinttf ^>>-' j>*b ***J 0^*^b CaK.i till l^jjb^ 
Jjb^lrt4 Lai wiUSJ jl^lc JoSLj gluaj 3 j^allit4 SjLu I ua^j CluJj *Li j£j jl^l 

MCP ) Microsoft -» 04^ CcA>«5j5uU j 2u1jlJ^ :2u t 4bJ» 3jl4*iJI 

** 

ujq^ (C%^j^u (>• jug** Ja>b« (Certified Professional 

DJLA (J JLC J^artJ ^sJu^ jnJitJ^ C(^^U^j5LjU4 JjLojj^S ^ j j^l ^jJU 

CjKi mil CllujjS (^iSuU L't-t5J ... jnirT^sj i^l j ^j^S ^ (UJ ^Sjl^uJt 

lujjoj (3j^"hm ...Windows XP ^ ^Ujjl^j -j Iju^ 
MCSA ) Microsoft Certified Systems r*m*m s^i^ji ^ 
SjUt ^aj t c%i«jjS^u ^» jlul4 2uiaif >jju (Administrator 

QMCSE ) Microsoft Certified Systems ^uji s^i^Jt ^ 
^3 Mil jx. SjUc ^5 <Ci££ui3j£jU j-4 juiat4 2ui^jf ^jli^j (Engineer 

Lgjju^ t^jijUl>i ^jMIj jjLxjj^S 



Microsoft 

CERTIFIED 


Microsoft 

CERTIFIED 


Wcrosoft 

CERTIFIED 


Profess/ona/ 


Systems Administrator 


Svs?em.5 Engineer 



*" ** 

** * 

Cil^lut -jMjJ^ ... Jjtltoj <0J1 ob Cji Cub Ch^' O- 4 i*' ^J"^ ' 

.aJouit U di 'il ^bLJl 5 jJ jjSJ tile [oaus jjj5UI I4I4 j-d 

JLS SjjiS O'^-^- Cpsu 4^1 5 (cLJU^ iUud gj^q^ftU ' jamais A7\j7\~* 

* *■ 

•4 ** ** ' ** 



j o_4 JjLJI JJLxi! ^jSLL ^la ^ l^jux 2u( Jb 

** 

** 

jLc dLujull jtS J» 9*uJl ji JoJoj pSohau j-ci «id>> Lulu Uuu^ jlS 

^ J Ja^LLa ill 01 ^ >cl ...o^ 0^ ^V^^l.4 Jjthjt CulS 2ulJLJl 
i\^jLA \$i\j2jLLu\ 4J12l11 oii>2u OtWjj^ jj-wbl J^jX.! Ub dJ4^ JjtnJi j^^j cdJl^ 

DJL^^ 2kilHl JUj3 ... JI^hj JlSLui Jxj ,L>4>^^ jaSi jaSi ^^SJ^ .n-ubl^ 
O^LaH f»>*J ^ (SU^ 1 W 0^! JUjI Luia $ j«"„h o1 JS^u dMl 
^JLjjLxuj JIlS^ o- 4 J-uu^l JLc 4JUj 51 4.4.15b jlS 4J5 jSltuJ 1 j_4 l|gjir 

j^laj S4X.JU J 4^1 0' -^J 1 ^ * J^2-« wJJ t n^"j JjLcLu Jlis t CiU^bl ^4-lu 

Jbb_9 dl jLu diJt o^ : J/^l *t*lb 3 OJ.'.'"^ '^i 4 J^b 0J^""'J 

0Uj)fl 0^ ^ j^'' o! >*^^» (J liJ 5^ b j 0^ ^ ^U-4 dUI jSLiu 

^ jO IP Address v4 ^ cb jjj^i 3 j^ft-c ^jjui cj1^jl>6 

http://www.4shared.eom/dir/3 623 20 10/d45 3 0059/AdeLAl-HamedLI PAddress.html 

Ci\jLuiu uij SjLlC J^J jJl dUb jjiSl QjfM o^l 4>> J j ^(j'l 4 ^£ o^ ^ JLo^&Ji <UJ^ 
<Lc2uJ>5 ^ j^f JL>i Jlibi) (^4jl4 0^-^b )^ j^-' ^ JjU jlmhlfiij d jLlc o^d 
^^i-i b J Jjn" ai dbl (j^sM^V <0J t JUb .CsUiS j-a Qjm* jSuiu J-^Ia 

i^bJl j-4 fljj^' jialjb ^ <dJ J^stlt I JLA J-4JU Cbb — J"J^* A — 

CjUISJi l^jl^j o' (jflj**<ti ^-bc^aU ?LAu/i V ^b u- 4 Ji' ^ 

j^ji ^Jb^Jli cr jlS JS 0- 4 j^ailib 4j>-4jI 

dUb S jSI^ u4>L>^ t 2uulj o- 4 J^S^' 2b^jU(^ 

** 

<"iolr (^jt i**tj \ <T\ iJuJiz* O- 4 L&jlJL£^ 

j3i ijla ot oi>i f»Si^ «! >>^b» 

^ Ot Jluil tftk.JLJ^ fUlll Ul4 J 




Aj J^j^ 4-4^> j-j^ A] jiiju Ob >f*"^' 4_4 j^tJ 
. . . L-iStla,! ^Ui 0^» T ^3>^i 

dis-aijb 4jb« jji NetworkSet 



o- 



A+, N+, CCNA, CCNP, MCP, MCSA, MCTS, MCSE 

1) A+, N+, CCNA, MCP, MCSA CCNP -> Cisco Certified ... 

2) A+, N + , MCP, MCSA CCNA MCSE _> Microsoft Certified ... 

::: 4_4jtnJi 4jaJbtJi J§ J^t 

... Ajjlo^JI SjlLi Jlc cilln^^U 

... ^jjS jLjU>>l S-il^a^ ^ujjS j£tjaSh Djl^uf ^jjU 

How to sell yourself? 



J-3U ( fM(j <1J j_t£ j-Ul i \ Ji \ ut$ TL^U jLajj Cul Jj dJ J JlUj 



jU 



j J^J ^'"J" 1 3^3 Ji^* J 0' ^ 

ti iluajj ^ ^jjJuJ JL>1^ 

1 ) A + , N + , CCNA, MCP, MCSA, CCNP _> Cisco Certified 

2) A +! N + , MCP, MCSA, CCNA, MCSE _> Microsoft Cer- 
tified 




1) Cisco: 3years (36month) - ]3m(A+) + 3m(N+) + 2m( 
CCNA) « 1 m(MCP) ♦ 3m(MCSA) + 6m(CCNP)[ = 36-18 
= 1 8 month. 

2) Microsoft 3years (36month) - ]3m(A+) + 3m(N+) +^ 
lm(MCP) + 3ni(MCSA) + 2m(CCNA) + 3m(MCSE) = 36 U 
-15 = 21 month. 

Uli^jUU:^ Aj\la dOlt Soil dilj Jlc CiUa^Ma dJUih ^IjlU^ 

^1 I ♦* ♦* ** 



NetuockSet#show archive conf lg differences 


system: ru 


NetworkSec#show archive config differences 


system: running-config nv 


NetworkSet#show archive config differences 


system: running-config nvram:sta 


NetworkSet#Se config differences system: runmng-config nvraw: startup-conf lg 


Contextual Config Diffs: 




+hostname Cisco 




Interface Fast Et her netO/0 




+no ip address 




+shutdown 




-hostname NetuorkSet 




interface FastEthernetO/0 




-lp address 192.168.10.1 255. 2S5. 255.0 




NetvorkSetfl 




Net«orkSet# 




NetworkSettf 




NetuorkSet^ 




NetworkSet# 




NetMorkSet# 




NetworkSet# 





y Run config jj jjl Ram Ji oaM^V ^ "-" ^lji SjU! U NVRam Jt s ^ ^ii 
us NVRam Ji jlu i^^^ j*Jj i^j cx<^ Bjuj^Jt c^oclft ^^aij^ 

jJ^JjJI p*ui\$ ^lifl UojLu >— tffcuajl 

5jl£ j«u f»j2u Lu5Uj Jj Ram Ji s NVRam Ji ^ aijtlii j ,n" \^ ioa j 



Dynamips(O): R1 , Console port 


NetworkSet/ 


^shotor archive config dif 


NetworkSet#show archive config differences ? 


archive : 


[f ilel 


path] 


ens : 


[f ilel 


path] 


f lash : 


[fllel 


path] 


ftp : 


[ f i lei 


path] 


http : 


[f ilel 


path] 


https : 


[ f i le 1 


path] 


null ; 


[f ilel 


path] 


nvrarn : 


[ f i lei 


path] 


pr ain : 


[ f i 1 e 1 


path] 


rep : 


It ilel 


path] 


scp : 


[f ilel 


path] 


slotO : 


[f ilel 


path] 


s lot 1 : 


[f ilel 


path] 


system : 


[filel 


path] 


tf tp : 


[f ilel 


path] 


x modern : 


[f ilel 


path] 


ymodem : 


[f ilel 


path] 


1 


Output 


modifiers 


<cr> 







21 <U)\M J**J f*$£ UL«S 



4jjt2u jj^-j jjjt 5^>j dajljJl j^ljlfl JL^I jSuuJ "■ ^jJLt ^i^jU^ CujjjMJ &UjI 

Run configur- Ji j Startup-configuration Ji cjuiju-i cujl* c*i j^xiUi 
L^Jdi ft Ua^i (j^uu JaUuSi (| B jyjS Sjqi^ ^ igj u 14^. cubGjI 0l ci ation 

ui iju ^lou usjwj RAM ji j Sj^^it CiUiodfi ^ NVRam ji j^Sjj^^i ouucSfi 

CjuS dLjl ^ jiu dLx« L-tllal Jaj^ Jlj*oJ> tJLA jJLc djL>U3 ? SujlHt JiU Ja£ jJLc um 

CiUijL^sn j jbu Ai5Li« ^ duw ijbtj ^ NVRam Jt js Ram ji <>» oato^n 

jL^i/l 2u j_4^l lJUb J1 bdb Ja>u( L&jOf. diSLUl oAa Cu^ttj l& jtuaj (OJ CiIjIjlc^I 
1Jl& ^1i4ifclma JjljiUl ^ jySUt tiJUA taulaj JuJjaTJU JJisJl J^jjuj ^uudt U^**j 

? 1 cLl^ ^5l3 Cut (j*u liilUfi uiUJUaj »j diiftc utetaai dtdjavj 

jjJLjQJ dLuiixj budaj ^UuSft jjJJ uij^j Show start Iajjuj Show run 

^LuiJu «Ja^ui jjjU (t^Sji^t J^luuu j^j Cib1d£^t (jjAj VjjJ^ IcjJda 4auaia2 J^j^u ^JJl da^Jl 
Cxk$ >— U.o Lajl jjSJ dJj2uu Sj2LhJl ta^laj <CujUcuj ^ j^llj JoJU (jic CjjIjlcSM 

Compare It ^UjJ Jxaf&lj ■*l^, J »;t A^UjlaJl Lr ajjs.1uj.a j_4 Cu£ Jj^La 



4UU 



Fastethernet JloUJ ^1 pil^i o-»i j^ij^' »auiJfita J*»j c«s § ^sjiii 
jji 2uiis jt bJi *Ja>ui tja NetworkSet jj Cisco jj^iij Uui cw^j 

Privilege Mode Jtjuc^ ^jiaJt bl^ l-uSu j^j 2u jLHi 

show archive config differences system: running 

config nvram: startup config 

juut jsiiJi oi^u Ja>« j Start Jt j Run Jt aijiHt 



(D 



dis-aijb aju^ajbwj^ NetworkSet 



o- 




PathPing^ji 
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420ms 


3/ 100 m 


3x 




0/ 


100 


= 


0X 


te-9-1 . bas -c2 .mud. yahoo .com 


[68.14 


E. 193. 113 
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0X 
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417ms 


3/ 100 = 


3y. 




0/ 


100 


= 


0X 


irl .f p. uip. mud. yahoo .com [209 .191 . 


122. 


70] 




















Trac 


e complete. 





















dLuJMJ rih\\\ *pathping jM\ ciU ^ oMd £ 

m * 

tracert 

jbu ^ .AoJ! j^>Lt ji j^jii Cii^i jJb diui! ^ 1 4 jiO itfo 

.l^jJa < J1}\ aJLo 4JLa_$ JS jjjLi SUjujil Sjlnll ^LlS J-^ju j*^2u *dJd j 

"rtuja jaj tracert ji j pathping ji ^ Kw 3> ^ ^sj 
ji j a^juo)^ RTT ji tracert Jt J ^^^i ^ RTT ji 
diUA oi^j <i^>m i . uSu * tracert ji $ Uxu a^>ui pathping 

: tracert ji Sbij^c 



Tracing route 


to yahoo 


.com 


[209 


.191.122.70] 


ouer 


a maximum 


of : 


10 hops: 






1 


2 


ms 


2 


ms 


<1 


ms 


192.168.1.1 


2 


49 


ms 


48 


ms 


51 


ms 


195.229.244.43 


3 


51 


ms 


50 


ms 


51 


ms 


195.229.245.146 


4 


51 


ms 


49 


ms 


51 


ms 


194.170.0.234 


5 


53 


ms 


52 


ms 


53 


ms 


195.229.1.101 


6 


54 


ms 


55 


ms 


54 


ns 


195.229.1.166 


7 


260 


ms 


253 


ms 


259 


ms 


195.229.0.194 


8 


355 


ms 


353 


ms 


438 


ms 


198.32.160.121 


9 


382 


ms 


405 


ms 


409 


ms 


UNKNOUN-216-115-100-92.yahoo.com [216.115.100.92 


10 


430 


ms 


410 


ms 


408 


ms 


UNKNOWN-216-115-96-21 .yahoo .com [216 .115 .96 .21 ] 


11 


430 


ms 


408 


ms 


410 


ms 


ae-2-dl01 .msrl .mud. yahoo .com [216 .115 .104.107] 


12 


431 


ms 


368 


ms 


362 


ms 


te-8-2 .fabl-a-gdc .mud. yahoo .com [209 .191 .78 .149 ) 


13 


367 


ms 


361 


ms 


360 


ms 


te-9-1 .bas-c2 .mud. yahoo .com [68 . 142 . 193 . 11 ] 


14 


368 


ms 


365 


ms 


409 


ms 


irl . f p . u ip . mud . yahoo .com [209 . 191 . 122 . 70 ) 


Trace 


complete 













♦ 




Pathing 



O^JLx 4JL> j Jjsfi iaiJl 4_& diij .4^3 J*£! Jx. 4JUuu j^UnJi ^^k. dJLcUj 

J ciUjbt^ai tracert ji 5bl dJaS^ j Ping ji ^ Jsjju jjftSJi 

5by» DdA J*£ 2uiuS ^ 5 Ufl'i n ^ pathping JI Sbl Ui * Jjlj jJI 

.Tracert ji ^ Ping ji 5bi a ^jkM Jan Ja ^ 
^ jjJJi u-dbti 4*lJ» j^jji ji j^jii &a cj&^s ^iU^ti ijisj ping j/tfi iblfl 
jjjiaJi ^ 1 fli&sab (jiaj ^ tracert ji 2uj111i Sbsfi ui 4 o^j ^ 

DJLSi jlloj diJjS . JjjJa (>• j2Sl lJU& jlS U bi I jla * Jsj^Ji J! J^^ii ^jl^JI 

tracert ?\jlx2^\ j^jia ^ uji^ji ^ jVim . njS> iJaid^^i j_4 jsoa js 

. 4_JI jil JI J^ijjl j_4 ICMP J^S^j^j-i Jbelmj 0^-^ j , 

^o^» Ci j£ j jui Ci! j^b i^iaM^ u *pathping ^ 5-J1 Sbl jj 0^1 Jni < 1 

.^Pj^SIIi Aj^b^f o^ 1 £> ^1 U fid jj^l Sbifl d^A rtnjn^JI J 

^L^j Sbl ^ dUaS^ 4d-J[ j^jit i>» Jjjiaii sii (jb pathping JI 

.cLJI J-lu j-ll^ J-lu j-ll ,jjLJ Jjjlail 2lJU^j JUt-Jl (jJJLa 

ji^j (configuration) j ^>^j v as^ii u^Ua^ 

JUI JSLiJl^ y$smA 03^ Cut ^1 laSu mil jjS^ pUjb tjSJ il^jj^l 

** <-» *-* 

l 4 U 0j Sj^t4 T Jl£ t 5 JSUil ajuufljsJl J iL ml yil u - w ^ j"ti aJUus 

+* ** 

jjSU ^ t JjujIUI 3uLijy pUI^t Jjlnl JI j^ji ^ Ui^ i4_iUi Laj jju_^Dl jjjla 

* JIjlaj ^u^lLllu ^2lj ^pdJ ^ (JL> Latua t^lUr Jjl?sj (jl Ci Jjl ^' 
jUU^I aJ^La^i fc a_Jlis 44^5 Ml« &u IS dlLu/ lJUa ojSu 

^jj j>l. \ , Vl<nl JJlc ^)SJ ».U> J*s Jl«u AjI JjJL>^ t^aie^ll JLau ^SJ^ tJSLLolJ 
j-lxTu 4Jli tSj_9^aJU Jjl4 Jj^> d^^> t— tllalu ^yJl I ftlaJal j-a (Jjuslo 

JSttb J*aJl gjhlmj 



: JLM1 JLjIUj ilLa^S j^rtd JI ^> jJ 



NetworkSet 



o- 



— R a. — P^L>Laiw 

0-4 Jjl3L4 £^jJ S^&bv *Lu\£ U 1 j| diMoi^l^ CjMud^I a, Dj^^Vf (j^aJbflJ qU^jOj U^b 

-4 -6o^^» 

.<u»jbtia/i ^aji Internet Protocol Ji o- 4 



ljLluj2M 4^jjl4^ 45LuuJl JjJbtj 4 i hjS jx. o Ja ^lu lSjiHo, <OJl &Ui< o! * jl>T JJ a. 



tfcuSu d»B aijWl ^ <Lft dU 4j >4 1*1 j-J atajSfl e^t ^J2^ 

idJjLuj j-jI jlf J^j jJa tjUb 0-4 JtSLU i id j-4 (J£ ^ Nj 

:UAgri,vnm^ pathping j»aJU^u! 



Hop RTI 

0 


Los 


t/Sent 


- Pet 


Lost/Sent 


= Pet 


Address 
















NICE1 [192.168.1.100] 
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100 


= Bs. 


1 
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1 4ns 
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100 


= 0X 
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100 


= Bs. 


192.168.1.1 
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100 


= Vs. 


1 
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2 S3ns 
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100 


■ Vs. 


0/ 


100 
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195.229.244.43 
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100 


= By. 


I 
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3 53ns 




1/ 


100 


= Vs. 
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1 00 


= By. 


195.229.245.146 
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100 


= By. 
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4 59ns 
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100 
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0/ 


100 


- By. 


194.170.0.234 
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100 


= By. 
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5 58 ns 
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100 


= lx 


0/ 


100 


m By. 


195.229.1.101 












B/ 


100 


= By. 


I 
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6 58 ns 




1/ 


100 


= Vs. 


0/ 


100 


= Bx 


195.229.1.173 












0/ 


100 


= By. 


■ 
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7 261ns 




1/ 


100 


= lx 


0/ 


100 


= Bx 


nyc-rl -at m6 4-0-0-0 .enix.net - ae [19 


5.229.0.82] 


























0/ 


100 


= By. 


i 
i 


8 487ns 




3/ 


100 


= 3x 


2/ 


1 00 


= 2y. 


198.32.160.121 












0/ 


100 


= By. 


1 
1 


9 397ns 




3/ 


100 


= 3 s. 


2/ 


100 


= 2y. 


UNKNOVJN-216-115-100-92 . yahoo .con [ 


216.115.100 


92] 






















0/ 


100 


= By. 


1 
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10 419ns 




1/ 


100 


= Vs. 


0/ 


100 


= By. 


UNKNOUN-216-115-96-21 . yahoo .con [2 


16.115.96.21] 















ll^ifi ddA J*c $ ^j^iulte <J$\ Ui 







Source to 


Here 


This Node/Link 




^p 
0 


RTT 


Lost/Sent 


= Pet 


Lost/Sent = Pet 


Address 








B/ 100 = By. 


NICE1 [192.168.1.100] 

1 
1 


1 


4ns 


0/ 100 


= By. 


0/ 100 - By. 
1/ 100 = 1/. 


192.168.1.1 

1 

1 


2 


53ns 


1/ 100 


= Vs. 


B/ 100 = By. 
0/ 100 = B'/. 


195.229.244.43 

1 

! 


3 


53ns 


1/ 100 


= Vs. 


0/ 100 - By. 
B/ 100 = B'/. 


195.229.245.146 
■ 
■ 


4 


59ns 


1/ 100 


= ly. 


0/ 100 - 0* 
0/ 100 - 0X 


194.170.0.234 
■ 
■ 


5 


58ns 


1/ 100 


= ly. 


0/ 100 = By. 


195.229.1.101 

i 



o 



hop JS JL4£J * 4J» Jwjil^ J^>11 ^ d(>JjljJ» f»12)i 4klC JU hop Jl CtftJ 
liaMIiwI 2uli1j I lift ^^uiu J*3u Ciaia <HKm 0 CuJl>- U t^la 

=This node/Link.... Lost/Sent c*ssj ^ i jes u^j ^ jJi 

Pet 

dJJj juu 01 JU^ iALt^i j JoiLoil 2lu*J Cj^Ij UI5i ^■ucJJl Jjjia £c j»UJl gGUJl 

(4>>i ^aji IP addresses ji u-a^ jl ^)Ua d$ jl» ^ 

100 jjLsu jVi olc^ i 2u!ik. Oic JUUbsuJUj ^iljSt 

dQ3 f«£ jjbe3 ^ ap addresses ji ^asw s^jit 1 00 J» ^11 jt\ ol 3 >aJ* 

i^lksjJl ^ uiiJbbu (jA IpS JIJjuIOO J I ftftj^l UJuj tf jj J-4 Juaj OB jl^eJt 



O 



ji o! ^ I P addresses j» > »wi 1 00 ji »ia jiri uuj ^20^ ^\ dm ^ 



l:\>pathping 



pathping [-g host-list] [-h naxinun_hops ] [-i address] [-n ] 

[-p period] [— q nun_queries] [-w tineout] [— P] [— R] [-T] 
[—4) [-6] targe t_nane 



)ptions : 

-g host-list Loose source route along host-list. 

-h naxinun_liops Maxinun nunher of hops to search for target. 

— i address Use the specified source address. 

-n Do not resolve addresses to hostnanes. 

-p period Wait period milliseconds between pings. 

-q nun_queries Nunber of queries per hop. 

— u tineout Wait timeout milliseconds for each reply. 

-P Test for RSUP PATH connectiv ity. 

-R Test if each hop is RSUP aware. 

-T Test connectivity to each hop with Layer-2 priority tags. 

-4 Force using IPv4. 

-6 Force using IPv6. 



NetworkSet 
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♦ ♦ & 








Cell Phone 
& Home 
Laptop 




Home 
Computer 





Office 
Computer 




Internet 



Internet 
Gateway 



Indoor & 

Outdoor 




o 




Video Balun 

J^b 0 jUVl jj*uoJ til ) <UjLu J» <>• ojUiVl 

dUX* 0^>b <y> 03^3 ( UTPjl JoaS 

>>2l Ja>kkl1j ( <UJU2u BNC )»jv»^U 

RJ45 3^ j> J^5M ^ J! jrUajV Olje^i <>4 U^jI 3 

cuts jl> (j 1^1 >4 d >4,Ua >jjjxoat jlc J^uA9 IP Camera 
Network Video Recorder: NVR r_» u pjb*i«^ m-Ju j ijuis 

. 12l>^ 4Jlc Cj u£j*y l5JlJI^ 

Digital Videoj jUai^i DVR 3-4 jju *u jj^-mit^ (j^jjiJi 

Recorder 

PCI A^Uau ^ pjUc l5i Computer Based j^ j^ sat 31^ 
ui , DVR Server Software^ cy *«u ^ >j jijii ^ 3 >*>»»at jt^ 

t^ajsj Standalone DVR o^^j ^ 31^ 




Dome Camera ^1 <^<^ jlc ^tUjj 

rV> OjSlH ^LdJl £_»>jUfclt p jJJt IgKm (jic jJ^M UiMto taSlAo Djl jJtlij »UU DjU^a 

(5 >*vi d^jbsji ^jjVi ^lxj duu&j , IR Box Camera ^^^uj ^j^u^ft oju* 

4obtJl dU^ Oi^i Housing JSLiJl AUlal^ «Ui£ J 1 fuu <Ul Cun» 

Power Supply ji ±\ jv*\ui j^.^ ouuax* 0 ^ v ^1^1 

^ 1 2v ji ^Ube2 Ciijv4is ^u^i ( 220v,24v, 1 2v ) csua^a j» 
ji grUbw Cii j%4^ ( IP cam,cam,IR box, Dome ) ^uji ^1^1531 
^5 220v ji rUbsj ^jvsis dUUAj Dome PTZ <*s ^^011 ^ij^is^i ^ 3 24v 

. ( i j^isaj ctuuj^ Motors >^ju 
cii jv4i<aj ) 5 OOma o&o^ U^oi j^isji 4^ubu tiaJi ( ) jUuj fiLuu^u ui 

JLv^j Ma fiUjbj^SJl jboJt j-ul^2iJ l^lajj (iUJLJJl CjI jry»l5U) 1 A Oi^J 0* ( ^j^Ul 
4?UA'fclbj djlii^fl J2l1j Pj92lj t^jJi sjjJtJi ^UaJJt j-4 ^bJl j^SLil Ul 

Jji^Sj , Coaxial Cable ajj^i Jj^i s ^5 jjijUt dJla t %^d^j..oig>5 

Twisted Pair cable ^iuUt ^3^1 




3*4^ 4j\l <yw J-aUIJt 4SLi (Ml ^yLc 4_i ipji l5> fs^j opUa^l (^Jb^ ( ^-u.l2uJl 

g_«bjrvJ 4jJLc W-I^I^J Ja^UI i^Uil 3^^' 3^4?^ i.'u.jjT wCU 4o^ljil 7 J^^jL^S 

>*3i 314^ ^« ,jjb D^UJb^ Client Software jj^ai >ii ^b ^ 
. ActiveX 5 DirectX ^ jt^l >-b 31^1 ija jmj33 





STPji j^ijSi UTPji c<^' e^W"' 



12 



ClientJi JjjJuj 4jx 4j2i jit ji jit ji^t ji ^ujJi 4 

I b^ l^3L> jb j> >2b^ , I^Ju^jQj b_ba <JU( oU ^JLjlII dila > ilVyi ^ >^ JLt£ll3 b 4j1j3 

: DVRji o-aiyt ClientJi ^ jJa^fj w^j 

s J US I J-*ju f^jftJ^ CujIuVt gJtoay A j* tecum i 4£jjlaJ1 

IPbl p£ j 4aU»b o^^ 1 grA^"Al Cjjtoci Ji ljIajJI V$i 

. Trusted SitesJi 4bii* ji DVRjb ^bbi 

4_Ji J o' (S DVRjb ^libi IPj( j»^2u *t£b*1 o*j Lbu 

ActiveX : JjjJoj >»! gr>niU bJu 

Refresh 

. Lu^jjI JL2 o^SLj IJ449 lfllV 1*1 bbLdaiL> ^yJl CiU^Ull 

cLabb CiL)at>.^U 

Site ,Site Code : ^ au^Uw > ; .ivvi ^jii l) ^u* 

♦ Name 

j\ju^ :J ±\ 3 Direct Xji 01 jIjup* Jj^u ^ J^i ^ j^adU* 

. ActiveXjt ^ a^uji o bajj** 

(WAN) Cu j^uVl >>l £&$a fyt dbAII 



o- 



Camera 



PVR 





Rontf r Fort forwarding; 




<uj^W Static IP aIj 3^ tty m» WAN Sj.jA.di ctflnrflfl A 

: *>b-4 LgJu^JU »_Ctl 4-4 Jjl bbjbj^l 

Static IP: 172.180.50.20 

: Mia DVRjl jl^. (jLc wjUo* u-Cti Lb£ 

Username s Remote 
Password: 1234 

: 4u)ibjJl dSu^l Cub DVRjl jt^eJ IP^j ^ i( n^jbJb 

DVR IP: 192.168.1.50 

o 

. DVRji 314^ ji ^vjbji 

jt^fci ^>bbl IPbl j Jbob f^su^ DMZJ1 4^JjW J*iu jj^Ij jl^. o^S 

.192.168.1.50 : ajbftji dja a ^bj as^it ^ DVRji 

•5 

Static IP: 172.180.50.20 
Username Remote 
Password: 1234 

ClientJi gu*u jj j^jju^ ajw 4^1 jii ji jii ji^ji ji ^uoJi 4 

( J^jj \^JL>jb f ^2b^ , l^u^jLu U«2 (jUt uU ^btll dLU wdbu JuSUJb sbl^ 

: DVRji 31^ ^atyi ClientJi jj j^^u ^ \$ -ua 

LAN J1 jia^i J Ubb jSi ^1 



j_4 jlJLus! >>b jL^rsJl 1 JJb kJbjj3 wOsj_j , 4_b» VjLj Cu j-lj^fl ^Jlu^La pjjbbbul 

. ActiveX ^ DirectX 

ju^ 4_L^ljJ.b pbuaii J_<^ JjU^bdl j4ij 4^ j-3L4 1 'ijlr a» 4 i *i nU 4_^>>bJl <j_4j 
Jba&ttultj ^jiajJtJt jl^fu j^ibtJl ^yj J_sb}^btil DJl&a, 4Su *■ 11 (Jjjls 

( LAN & WAN ) tft AH (Jjjla ^ <L^I jil 
dJjvI^j ^£ lj^jlJ Cilj^alSJb 4_l2IjJ,I f»Uaj wt_xS jJb jdaJl <jLf>-^t (jiuu j 
J ka»> La 4jJjo, Jj^mmH SjJbbbl ^| ^Ji ^lt J|1 4jl^j u f Hmj , u-t^tjjl ^ jJj J§ 
dJulxj 4jfljaj 4 Ji i-ilA jJ1 ^1 jii^Jb Lulc ^5j%j^ JajJI Ja^jl^ ^b ^j5D^, rt^jc J§ 
JuSUUbj , J^a^tJ b» c^jrJ 4jl4 4_l31 j-ll JjWt ^jiajuaJ 4j1 jjjuuH ^jJwJbj 

^j_4 ^loy» fiJX, 4_lSIj_4 ji jJ>*\ £A ( j_4 ^jll 4_lS1 jJ, 4-LCjJt ^lis-b*. 

^yL^ ^31^11 4_l^1 j_4 4-u-ssbJl DJib 1 Tr^fl! Lbajlj , tiilj (j^<i/3 l^ax»>» 
. 4il2u]l Jajl^Jl aj4>-1 JM> uJJj LbiSla-La j-jo-lxaS j^>- 03-^ 
4juu$a 4_Lbt4 Jib IS i pljuw 45buaJl jJLc lIuJI AujlCu j ^ymJ La ( Ji&j 
wOJjJJl LT Lc^ tJL^j diflidLUl jj^s^l 4^ IS ^ pjxu fcj&\ J^^uj Jbu dill jjb^^-x 

uStatic IP * 

. bbj-Ib^b 4ljir> ^J^i Jj?" f ""^i ^ajjJf jl^^ ^Jx, 4-4 JiJl Jj^fl" 4-xiuS* 
. 4-1^1 jJ1 dij jJ 4_4jbbLaiII 2_4l jjJ1 (Jb L43 ^jbsJl ^j_4 4jS1jJ1 4-jjuS ★ 

Static IP ji ^ji 

J_4 4_JU: J^-jJl JLlc^ , bil jJ_bMJ Llub i-fi^ph J Oi^rJi ISP Cb jJj^I 

j^hVs j%» OiSb ol L»1 ) dUAib plS ^ jJ1 jl^JI JI J j^jJb p ^qj dbl^ j^l 

. ( public IP ,Real IP ,static IP ) jbSi 4J5, ( 51 >sjt j ji 

Cute ljbb_4 Oi^J 4Ji3j 1J^ Jl4 CujJj^I bJl jjM JSJ 

w-ctj^ , jbbb ^ jJl 1 ji^i ^5 jl>-I Dj_4 — L^.Jl j LlbjbjVl J'^*» Jbx, jSJ^ bJbjJ 

ISP 4-4 J_> Jjj-4 jj-4 4-JLC J $LC=&^\ 
. U/>4 0JL>,1j D j-4 DjN^^tt 

: ( LAN) 4-JbwljJI 45biiJl ^^4^1 j_4 4_^1 jj( 



Cmm ra 



DVR 





Switch OR Hub 
(LAN) 





Ol Jjjj^ 2?jI1 a DVR 4oJ1 jil jt^. o^Sb Uolc 4ju^bJl aAa pjit: 




^4 Ji1 JUjj^ ^jbbl Jb£ 4-mS jj (tw DVR J1 jl4^ : Mia ^>11 

. 4^>1jA" mtj bjt jyalSUl SjL&bbj bajl 
t JUJlS ^ 4jfljjlajl^ 

ois jl Computer Based >jjjuwS ju: DVRji 0^' ^ 

4jl4 ^b Ol j . ifffcA bsSjMA JbjL3 Standalone DVR 

4ajUIi bbSUj Laji & j£>u ij'i ClientJi ^b ^ ^o^b 4bijkL«i 

L_uy^ ( Cub) (jj l5» 45^)1 JLc DVRjl lajj pli V^U 

.192.168.1.50:^)45^1 
Remote <Ouwiub ^1 DVRji Account ljUuw 

J*Vb»- ^j-4 bUj J^c ^j5Uj ) 4J Cibu>!^bfiJl JUJbsJj 1 234 *Vb-4 4j J j ^ ^b ^b>^ 
^Jb 4baljJ,l ^U4l jJ ^aq>. Jbb^l U JLc^ DVRjb ^libl ^_4b jbi 
. j^JbjoJl Jlc (JjuJ^ 4^Jljlt ^_4b JLc 4JL4X, f^Jb wjbo^Jl^ ( <Lua\£sl\ 

: 4oJUJl CjU^MI UjJJ Ctiriiry\ J^l 

DVR IP: 192.168.1.50 
Username : Remote 
Password: 1234 

j^laiL>rj jQj p 4ib 
/ C^lSbbaJb 4^3 L> 4_Uji 4Jbt4 Jji NetworkSet 



o- 














56% 






35% 






29% 








9% 


□ 




Security • 


26% 






Voice • 


18% 


Wireless • 


17% 





44 44 

j uu ^ijTif sas>4f ( ^ ^ d i <uu^ ^ J ji*s ^ iuii/i ahui ui l*l>**1 

4+ *-# ♦+ 4+ 

^^jf j uUb^i js ^fji jSiiijin joS&d Core O 

J wyuS J^f JJ&lf M 3 <U>£f ^ jnmS'iff jd^^i U) ^^Jl uUUdiU 

** ** 

Pufidlj iin irtS i U j4 >w5J' jfi&tf lid wJy^y^ u^LLa^Jf Ua^^A^j ^dU^iff 

44- 

Ul ^Lu£Jl ^ WirelessJi 5} VoiceJi jig ji-U^J >*spi J5U- ^ x^aJl 

^a.AiJf j^l :jM^yUf ^JU&llj ^Jajjl JiLu^JLf 




ii\5Lu2JL zujj^ajbujji NetworkSet 



o- 



AppleTalk & IP & Novell IPX MHjk 



4jS Jj^I J$$w$ \juS cUJl ^ jlaji uUJ JL} dJU£. <Uiu£ J3 j-*JJ ^>aj U-ilcl Laula 

data application j/sn oV£$3jjj j*j 

Network (Wss to AppKcadon Transmis _ j iiTC p 



I 
I 



presentation 

ta Representation & Encryption 



data 



segments 
packets 
frames 



sion Control Protocol 



session 



trans- jJi 2CLdaii 



transport 

End-to-End Connections 
and Reliability 



network 

Path Determination & 
Logical Addressing (IP) 



?i2u ^port layer 

a f \j ^jlDl Lai yrjtm JSLiu 




LC) 



user J j« 

^datagram 
data link . . 

cal Addressing (MAC & LLC) J \-<2\"uJ $ J Lwj[ J f , tVnin J^S^J^-i 



i yb 5 UDP 
protocol 



2ut*ti cjU^uii jiu ^ ^jbtiau ^transport layer a^ui ^1 
GijLib <uu*ai 0-4 4£j^JL) ^ cu-^streaming audio and video 

Novell IPX 

(NOS) NetWare is a network operating system 

Novell 

J auuisOuat U^jimil JL3U5 Sjrii^ lAdLsu CiK>f.f1 CutS UjQfil980 

(XNS) Xerox Network Systems^ s^u ft* js^iu NetWare 

j>MSUl ljufc JS {^iu fiUl 970 j»U: 0 >4 j/af diUc f<u CitSLu£ pUaj 

^NetWare f»u*j ^ j* a * a ^ ^ j>m Lpiij IPX o» 

Model 



o 



OSI relemnce model 



NetWttC 



Application 



Evasion 



Transport 



Lir < 



Applications 


Core 
Prntr>::c!* 
(NCP) 


flPC- 
based 

— — 

RPC 


LU 6,2 
support 




NetGIOS 


ftetWare 




1! 


1 


Ethisrrieli' 
IEEG 


Token 
Ring/ 
IEEE 

eoe.5 


FDDI 


AflCnet 


PPP 



jyau IPX Jj5fl 0^ 0^j3jjd JLc Novell Jt CslSLui JUIaj 
(^OJLtJl ^n ^H)45LuiJb <L^bJt JLsu^ CiUU* j fJbtluUl LjU uj jJl J^S^jjjl 

Connectionless Datagram Protocol <a$sa j.ma A<4*tvik3j 



AppleTalk 

jj^JbtluU d joiu^ (UWu Apple jj« L^jjf ClK/mtt ^Ulail JL^t 

2b^aXt 2U^^1 JL>( Jbu tiJLJ^MACINTOSH ^>USUI d\ >i^wS 

5»Lc ^1984 jiifigi^iiSus^i^Sj^ jji^Uii*^ j%Apple 
MAC OS j^vt Lfcjijiuai j clic jl^i Apple 2^ >i u j^2009 
OSI £ 5*1x1 (u^ui Apple ^uj^TCP/IP ^UaiX VI 0.6 



OSI Model 


C 1 oiTespoiirting AppleTalk layers 


Application 


Apple Filing Protocol (AFP) 


Presentation 


Apple Filing Protocol (AFP) 


Session 


Zone Information Protocol (ZIP) 
AppleTalk Session Protocol (ASP) 
AppleTalk Data Stream Protocol (ADSP) 


Transport 


Appl eTalk Ti a ns action Proto c ol ( ATP ) 

AppleTalk Echo Protocol (AEP) 

Name Binding Protocol (NBP) 

Routing Table Maintenance Protocol (RTMP) 


Network 


Datagjam Delh eiy Protocol (DDP) 


Data link 


EthejQ^lk Link Access Protocol (ELAP) 
LocalTalk Link Access Protocol (LL AP) 
T^enT^lk Link Access Protocol (TLAP) 
Fiber Distributed Data Interface (FDDI) 


Physical 


dr iv erLo c a ITa lk 
drh'eiEtheiiiet 
di h erToken Ring 
drherFDDI 



o 



aoJuui CiUraih AppleTalk o» J ^ J^u^^ 

Ethernet and Token Ring and FDDI ji 
^uu^o] Physical Layer j\ § s^^iij ^bJi j^-b ^ 

^^tatLocalTalk jt . EtherTalk. . . ji* 
twisted pair media access I^Mj j*ju ^jii^ Apple 

system 

(j^AppleTalk ^ 2ua*iai csi^Mkoji ^l^j 
^ jj! ^AppleTalk Address Resolution Protocol - AARP 

(j^j^ u^j 4 ^ ( JjWiU ARP ^a^IP /I j»oitiu4( j^s^jJi 

ji L>M iLu j^su ^jj^Name Binding Protocol - NBP 

j^aii 2uiT j ^La £4 DNS 
AppleTalk Transaction Protocol - ATP 

TCP Ji IP j bula dJ-iLoj^ TL-ctua JSltiu GlJili J^us^ 6^ Ji^"*^' J^i 

ji ^ j^ai j^>i^i ^AppleTalk Echo Protocol - AEP 

Ping 

jjS^jOiRouting Table Maintenance Protocol RTMP 

Broadcast js^i^^^i^ js ju«jVb tijjj js^u 

Datagram Delivery Protocol DDP 
It provided a datagram service with no guarantees of 

delivery. All application-level protocols 
Appletalk 
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m 

SPXLutt 

#* 

IPX 

j^fljUUJl f>> J p&tU) JjS^jj^j 4-»CUj SPX JjSjj^ jOaj 

au^in L^UuSj jit Sjo2u 41$ Connection-Oriented 



oj£uj Unique oj^j ^ 

IP^-« J^UZj di* US IP J^S^j^j-j 

Oxl^U^Jjl JUjmjjLuS^b ASLuiJU Cu32 Jji^T*- ^4 Ajl^OC 

MACj! Ja^* Defaultjij c^^u c^48 ^-OxFFFFFFFE 

ADDRESS 

48F30 1 06:00A024F9 1 73 B: dUi ^ jo* 
Novell Proprietary: u^ui q... g^di y^l j^si *suzJi : cu^t 
802.3 Raw ^Novell Ethemet802.3 

802.2 Novell ^ J^dij IEEE STANDARD ^802.3 

802.3 £>jj ■»'^! i*j Ethernet SNAP 3 Ethernet II 




t)fta) j yl>i 4 jli* 



Switch Layer 3 VS Router 





Cisco Catalyst 6504 Switch 



Cisco 7206 Router 



** *** 

ulibfcAuai ^jljJa JM>. ^V>3^ (t UijLJ$ml\ Sj^>»l^ jj^jJl Sj^^l mjlj CjI^jJlSI 

jf\ Marketing rfl ^Layer 3 ^ii^i 5^ o l J 1 ^ 



J&uai js^ Serial ^ ^ uau* ^ dUUj* L >^>uJi cm 2&jUu q 

^^jiiiijjijji ut p^Lu &jj3i\3&3 Wan ^jU» s juju ^l^^i ^u.ju^ 

jJjjJt Ujuj >— iliLuJt j-j><i3 ^LlUx. j jj^ j jt^il ^ylx. 1 \<^1^j ^jHu^Jt ^jt Jlc f» 

** 

I^CJ ^JLc ^jjoa ^4julj ^jijJl ^j-hJl Jbu i n 'mi Ci££uJt jjLc i U"tj 

Nat, B GP, ji jj-a3 CiUij^a, 2u^jt j^i^j c*^jS>3 jjjii j^sji 
^(jLki^i jbu ioa 2u=>M^ NBAR, Netflow, VPN, Encryption 

£|JL2l9 ^)^S J^\S J^iiu jj^jJI jtSlo J"*-j ^jlaluuj j^j^ 1 ^X^* 4 0 A j>Si 



^ DHCP Relay AgentJi %fa 



o 



Juniper's JUNOS 



edit forv/arding-options helpers bootp]] 

root# show 

server 192.168.10.1; 

maximum-hop-count 2; 

minimum-wait-time 1; 

interface { 

emQ.0; 

} 

[edit forwarding-options helpers bootp] 
root# commit 



DHCP client DHCP client 



DHCP client 




IP network 



DHCP relay igent 



DHCP client 




DHCP 



^Uj Ja^aj cLuIj J*^> JL> j^j DHCP Jl j^jy* lV> j^ijJ' ^ >La11j 
Jl C^Ldla j»Mlu<l (<uj {JJl\ JjxjX\ JUJb&Iu Cu^ tj^i5 <^H^ 3 j-« JL^j^l 

emO.O jLAiii ^ DHCP Request 




$ DHCP Relay Agent Jt 
jl J*£ & s-^uui jl j^ij-* jk. j2ui\ 2ujjjJi 4jdib i^uu Relay 2uis 2uioj 

J^^lu CuuISj^jtJI jjj*<uLi j>^2ij^ jJjjJt Luu ^sJbu US^ CuJl SjIx.* 
U 4_j jrut p^^ii) IJJb jjulaj ^SLlui JS j DHCP j&jy* i^M- ^ J>r^ 

IP Helper ^jg 2u^i> j«j tfjl ^mj»t c^is iJd j^j^ JS 

Jl Ca^ISjjjj JSLuj ^JLc O^Sj ^^Ul DHCP Jl u^blla jjj-ali j^jjU jt-Wi 
j» IgJcC \>1 1 ^jUl 4 oji t nit AjLudliJl jJJ^*", 4 UjLujI CujIb j^mmm j-^^t 

** 

J2u uUj 2uu*ji j,.h n f»^2G DHCP Relay Agent 

rtSLoiJl Sj^l pl^ji JS jLc £L>UU ^3 (J j^>T 45Ll£ Jl 45Lui> CualS^jJI 
bj$>-\ I^jIjlc) 4iujia A£ ujJLtcjI L _^J l^sa^-i ui^u ^yDl^ j^jli^ IgjL^ Ujj 

■*♦ 

4-JUUl j-al^^l 3Ut^S^ ^2b^ JUUl jUuil Jl V^i 4^ £u juj 

NetworkSet 





JUjtJI ujIj^ j^-tu ^JjLd jJJl iJL^b I'ljft nt j3 jruui v j-4 j^tSi f Jbtlmj C^jl> J j->»jJl juSULs Ig^lrl 

^ a^j^j jj ^j^j Ua s jps ciUia j-auui gjivimj dJb^ ^ ^> Read Ji ^ Sj^s 



— 1 Marketing 



e.com 



Jane Doe 








— Phone: 345-3321 








— Cubical: T33 



Sa 



es 



Sally 5 



evens 



H Phone: 345-2211 



Cubical: T55 



Engineering 



Jay Smith" 



Phone: 345-2332 



Cubical: E23 



Joseph Wilson 



Phone: 345-2312 



Cubical: E30 



John West 



Phone: 345-9393 



Cubical: E21 



^* jt-»"„. j 4jLS ij-4^1 JI 4_tujJJL 4jl 
JUaju^l s-Uji ^"l ajI* a ^j^aDj jftjyly 
jJ-ujjlSI 2_«Lj^J J^ajJl JI DJucl^!2 
Jj "■ l _ 7 Jl£. 2ULj taj l j_4 jJlSi plJlrtlLdjLj 

MD5 

^^ij G Mai 1 Miu J j nil tjWsel 

4jLS j3j%jjJI IJL& dL4^1a_4 ■ ^ ' 

TLS Jl* Clbw^ZJl f IJL>1 ml J Mi*. J_4 

jUj AjiSlI J k 3_4 1_u2l*j jjiSi ^ jj 

^ 4jjju*aJla SjjlJl <j-4 JLuajVl 

I JUb ^ jl-*"-"j t< yJI ljIj^jjjiiJI pJb\ <j_4 
t^yi Jibuti! JjS^jjjiJl 

Mail - Radius - DHCP - 
DNS - VOIP Asterisk - 
Domain Controller 

£_4 J jJI -uSO CjLJu^. j J 5^5 jO I 



Google CiUjl*. J! ^LuiJJL djli .Jsjl* j_4 J&l jl^U, tlti^St j<Uj ail 

: Jjl4 dj tfLutUl 4-JUUl CjUjtitJt Ja at> iaj j ^_' U "- iljLa ujUjbeJl i hll^aX CjbLuSbJl Jajj^ 

uL> 1 js^^ Gmail - You tube - Blogspot - Webmaster Tool 
Google Cy* JS3 

juSt Q- " J " " «-iJbuj ^^aJuJl l^k«JJ AU 1"^ ^ ujLaJL>- •^jt^",,," ^> ^> q] £m&> ifJoejuaX\ 

JUiuj «^jU~ jl>i^ 1 aUaafti cut j' 2y »alaxUl 3lo»Uit ^II i j-4 fULs ft | *""' 1< JI a_ciu-*JLi L*ij 

jl4>- 31 jjjjxo j^Sb JL>t j£Vl j ^* j ^ <A->I J jjl IJla QIJ^j u mi fa^bi (j-u <ul LoS 
■iUojuLajJl d JlA .(%4jJJ Bjrui£ **'*\'.'^" ^ ^^^Uou ^LaJbeJl CAx>- Bj^ll a JUb 1 



j /una 0 1^ Network Operation Center =NOC ji» ^ ^ 

2Lujla BJ^I^ tlj^-l jjic jj5Hll J^>jJt uillalu ajls I pMajlII ^jJ fSLCjjl CjUjL»> 

L^UtUaJl !jjjL4 JJLt SjIjI g^lajjaj ,jjjLA <^J^UL«I JUjj AjI JaJLgJl till jJ^ dtSj^Jl dJLA ^5>JLl 

Ja£ <ui kiu*. NOC <u«(i Oi^j *\ j^^i o - * 2^>*sm ^*sy Group j*^ ^>sUj dUaSj 

.o_Uv ^Js. fjafims J5J CjLl^U^ Jac VJU cU£ G TO Lip Jl Ijl^I CiUs-^LaJl j-4 ^.c^^ba 

2U ijlrVnfl 4_jl>UJI Jjl*>- J^L jS^ ^ I JlAj 

^iuJj lato. JaC cLulSLa 1 ^^dVjSjj^jJl^a^jjJl IJA Jj-«^ljbfelwl JICiISjjuJI ^JU J^JL& 

5 jb> 4JM> j_« aS joZJi »jU"„." j^' ^ jiiUt jjlS jouil ^1 jji ^Md&I ^xJLaj JLili ij^b jt Jbu LlA jJu> 
dl! jSj l& j jlc jlS I^jjJ Cil jj 3 1 j 31 Cil j3 jruu 51 CjU-l> (jJU- &I^lu J 3»> jdl juS G CiUJUc JS 

.jl jJl>VI CiUL»c j_«U J LgjLa j^l>Ul jil A-ulSL*' ^-4 

f 1 -' &UlJ 1""' A -*'"' plui 3 u^Lal J qLi u-LaJuj ^jjhijjtl Ajtgj Jl L'dua j JLi J jSu Lul Jl 



*gi > a m^ Lightweight Directory Access Protocol 2uis^ ji^iv ^ : LDAP 

SQL - MySQL JiU 2ujUJ1 CjUUJI jlcI ^ iJbel^l jx. U I jJbj 4iitJl_9 2Lt joJL jUuu 

Oracle 

.CiULlJI julI 3^ C^/- 

LujJ Cj^UUII JUjI j^Jb dtp. Tables JjlJbeJl «JLc J^^l j S.ulioQjSuCiUUJl jlcIj^ Z-u^j 

cLta^jta Ji»U Cj^ldbtil 2LC3A%4 CjUjuJI dJLcl^ «U_l j^JLa Lu2s J^tJbeJl J»-b 

jj jla3 OjSlll (ft^Laau ^4 J^JL>. (j_4 jiiSl iajj dlJ jSj J-aLx4 jj_4 j-oSl la-ij ^SUj AjI US tJ^UbfiJl 

J-l2 ^ viosJl («Ju wLU JLSj tSLflUgfcll CiLdojJl J§ l^ldielLuV 
/ tu "j U^4 JL£l jjoJI £>ju& Ji-b _Ljj_j ^ jjl J^JbeJl ^ ^uUjOl 

:LDAP 

-UIju 4jI jl £UjJ Jj^UUIl g-a J^buJl J L?>>i Ajfljjlai JLMJfcl eUl JLtu J jS^jjj%JI lJUb Jl ZLuuJU 
^j^l IgjlSj CjULuJI Jl£.\ tjjb ^uu Lojta JjlJbeJl k-LAJjlu f j2u djl .— cu* t^jill Cil j Sj^&uJl Jjjla 
j£ 5I UserS jj ■» 43fcJ 41 0^ "^-^ aJjw JS Ccgj JJU j JUu^ sUu^jIl J 

j££ a2jjUl 5J^3 I J3JU3 CiVjS>ijjJl5 JjUjLftJl JJJ jSj Groups (jj^JbeiiUl cAc^adbW 

• sUaJbdl wJdii JUjj ijSjJl j^jruuil _jl g^LijjJl jjLc CjiS^I 




o 



dc=com 



dc=pisoftware 




ou=Group 



uid=bmarshal 
uid=jparker 



cn=dev cn=sysadniin 



Profile 

jS jj ^jJl J^j ^aJ(Jl I JJb Jl tfUiujb Sjiaj 
NIS -X.SOO^jJ 5^jJl CiU jlt4 d-Sb (j 2uLA ^1 3JI Jl _a>> LiJUJ JLp-a,j Jbtll Ijia j 

(wbJi cii j ciis J M\$^*£Q\$^\4\%\$$i\C}*d & jA^jy^i^jjJbdjiJu-LDAP 

Mju> jUauJI jljjb^ (CiLdlaJl ^4 J^LaOJl J jLaj^ U U:oj Jjlfl J 1 hj^nH jlS cGl ±uu>* j$kual\ 
frc jUuu djua £>DI IJla UlX.500 Cj^jS^jJi j-4 ^jj jjjlaj Jl w —' " ^ jiiiJi 

IJL>- («^4 J*L> 42l_sLu 

JUjJl CjUjL> cUali^ CujJjVl ^J-C. CjUjieJl ^b&»»l p^---^" ^4 «U^L> f^4 jiirt Ui£ 
LDAP J jSjj^jJI IJLA j^ia O 1 ^ 1 J^-» i>»^' ^ J^ 1 L>^ Ji >iJl 




XI 




Server ji .iiod aajJa 





JUNIPEF 



Cisco' 



Router > enable 
Router* config t 

Router(config)# ip dhcp pool Netv/orkSet 
Router(dhcp-config)# network 192,168.1.0 255.255.255.0 
Router (dhcp-config)# domain-name mycompany.com 
Router (dhcp-config)# default-router 192.168.1.1 
Router(dhcp-conflg)# dns-server 100.100.100.1 
Router (dhcp-config)# netbios-name-server 192.168.1.2 
Router (dhcp-config)#lease 3 
Router (dhcp-config)# exit 

Router(config)# ip dhcp exduded-address 192.168.1.1 192.168.1.2 





a Juniper's JUNOS 



edit system service dhcp]] 
set pool 192.168.1.0/24 

set address-range low 192.168.1.3 high 192.168.1.254 

set maximum-lease-time 14400 

set default-lease-time 14400 

set name-server 100.100.100.1 

set wind-server 192.168.1.2 

set router 198.168.1.1 

exit 



Juniper's JUNOS 



show system services dhcp pool 
show system services dhcp binding 



I 



(fimitu Show run j^tfi jt m^aj 




terminal juji j-afci 2uU£ jMi* ^ ^ s^i^ 5 awa^m js ^^x. >>T 
31 o^>i ^ o>> t>*5 ^'^t js ^ jgivn ji** p± jji 2uU£j ^ lenght 

j-^is jSuuj 4j-1.ua ojSu Break 



J-^lS JSttu j*aV 



d 



ot ^lou idJ Ciijtacln j^i (| ^ai encrypt 3 \ Certificate Ji jia 
ciwj^yi ^jju j» yxJ show run brief j-»lfi 2uus jm^^s ^u* 1^ j^u p ^ 

■ 3^ "|" «^Ut pljbtU 

U« con 0 J^T> 5>ILaJlj {»J4J 

line aux 0 f 

line vcy 0 4 jOej ji ^J^a JUiUJ 1JL>» 

Router#sho» run | ? dj ^^2U sljCuJ 

append Append redirected output to UFL (URLs supporting append operation 

only) h p$2y at U fe-Ji (^ul«l 

begin Begin with the line that watches I -* 

exclude Exclude lines that match , . ? . . 

include Include lines that match \.£ X A Ol^liAfidt J afl^ l 

redirect Redirect output to URL 

section Filter a section of output aj 3 ) ^ JL& a ,'wUUJ 

tee Copy output to URL ^ ^ p/ ** 

Routeriyshow run | | i^-A J- 4 ' JS Sjulaj 



Show run SjUSu mi« ^ 7" 5 jU^i a_»us jm> ^ ^ >jj>j» 



Router#3liow run 

Building configuration. . . 

Current configuration : 892 bytes 

■ 

version 12.4 

service timestamps debug datetime irsec 
service timestamps log datetinne msec 
no service password-encryption 

i 

hostname Router 
■ 

boot-start-mar ker 
boot- end-marker 



I no aaa new-model 



Routertfshoa run | ? 
append Append redirected output to URL (URLs supporting append operati 
only) 

begin Begin uith the line that watches 
exclude Exclude lines that match 
include Include lines that match 
redirect Redirect output to URL 
section Filter a section of output 
tee Copy output to URL 



Imeiuor y— s i ze ioinem 5 



ip cef 



--Here — | 



Router#shou run | | 



Show run ju- \ >^ c*±A pU^^i oAa d • j±h 

Show start jJt\ js. Uul \tf\jjW\ 




More ^ s^>a 2uis 

IS 

J&_a*u UbJju^ "/" gULiSu 

La i5^i 0* "J^LH 

Ijj Cuilll CibtJL£.l Mia 
AaiS Sjlui^f Jju t—uSl J&_a*u 

H >Uiu Udju p^2lJ line 

3^ US £ljUUI 

Sj^aJb 2-*^>a 
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o- 




Wan 3jj.y)i cits^aJt £ Vlan ji j» j$iu 




C2-S. 

VLANs 100-500 



► 


Eth. 


VLAN 


Data 


Header 


ID 100 



Eth. 
Header 



Jt ^ jj c Oj^ 2uaiJ» gliaJ of J! u-^jaj ta^Vlan (100) 

. o^U^» overlapping 
Jt jiuj i^j] ^ Q-in-Q Jt of yA9 M ^ ^ s j^^t ai^uii 
t5 (nS^ui 2ujtsui juabi u^j! o^ >ai CDP and VTP Frame 
VTP is j^ju ^ ciUuj^ji a^i ^d£t jMi. o* Vlan Jt 2uiuS 

server 



d 




j j^>^lt Vlan Jt r ' v^" j^iu Jl>Ij V*i nj2 ji %J JUj-i^ 

+-» * 

J>fcJ l^Jj J*VL>- J_4 Vlan Jt JLjI ^ 1 ljh"mj JU^J ^1 Ajtunjl\ A*\ t mil 

>>-^t £>aJt ^ ^3^^* fL«2&i u >iiiu ^» (jttuj >Jt £>a)t ^ Sjj*.^!! j*W£aM 

j->T JSuLt j! JSutJt 104.1 £jj-i>^il tJLA £LjL4^i JJuj jd2u (ji ^ jU'ifff *i LauJb^ 

s 

O- 4 <Jj^' <3>^ CjMj wiUft ^j^k JL> Ly k- ^yju fr^xuJl jr-i7j SjruS S^^jlt 

Ethernet over MPLS) ^ 5 ! _ 802. 1 Q-in-Q jiU 

Vlan MPLS VMPLS J\ s (EoMPLS 

H| . 4ilt *U oi CCIP 

5 j^Tjj^uui i^xk: jiiaj^ Q-in-Q j! ia jUai^l 802. 1 Q-in-Q 
da i^-ajLai ijl>. iajLau A-uufCJi dja f^iu Layer 2 Tunneling 



Source 
address 
iDestination Length 
address EtherType 



Frame Check 
Sequence 





SA 


Len.Etype 


Data 


FCS < 






**• **. 


DA 


SA 


Etype 


Tag 


Lea Etype 



>iginal Ethernet trame 



Data 



FCS 



802 iQframe from 
customer network 



SA 



Etype 



Tag 



Etype 



Tag 



Len Etype Data 



I 



FCS 



Double- tagged 
frame 
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m HACKING 



^JUr ±13* Jii f <Ufl>fiJf <UuJ i fl ifS if! yfi^y <£^Jf J UU^ w^l^Jf j^ll J5 <Ufl j«a>& ^ a^m p*hbt\ lift 

tip wyt£ ptw ^ J**) ]Ua JjiJ <uUdl «uj£Jf ^2 o*&i <uO£ ^JLt ^iii ^Lo 




DHCP Spoofing 




DHCP Response 





Oient 
PC 



DHCP 
Response 



Corporate 
DHCP Server 




Attacker's 
Rogue DHCP 
Server 







5 j ^ ^11 Sj^ifi J M> j_4 AiLuji aIjU J£ iaSl^j^ ^SLuidJ Ljr 2u2L^J 



u_da_9 jOJ» Jju^ug js jl^Uj Wire Shark Jt ji* ciUUdt 



.JO. 




Aft"* 3 



Qj» Jujj U-4 ^SLuuJb JLuaj>U Mil CjLs^JLsII Jlc J^uaxU 4uA\ bdb Ja^o* <Ub 



o 0 
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DHCP clients 

Network devices 





Snooping Jt 2UL> ^ j^Uu i 



Switch#show ip dhcp snooping 





DHCP server 



ge-0'0'8 




j» 3JI LHdJL>- dJ jl> jjju Js ^xu La 3A3 jj£ LjJt £ ' 3^ 

O 1-White Hat 

JsUlISI J 3 n U> Wl JJbti Q\ £_Aaluuj 3 dJta jUU S dJ 3 l^iajuda 3 3 »iauVU ju> jn> m Vt 3A Ua 
dtjJuJt S j& JUu L&JLjlj j j»Uiilt CitjJu JsLiuiSt dj^bw J 1^4 U^j JjJbell t)Sjutl\ AJojuj f^flJ 

2- Gray Hat 

dx. 3J J JJej 1 / 3-mJl 3 plua^jJl djujalt (jju La 34S dx. 3J JuJucj 3 dJljjju i ■ l aj jSLjlt JJb 

. J^ail AjU> (jjjuflJej £S'Jlj jjSJ^ w ^tJu J ^jubu V (t^jSUj 

3- Black Hat 

jljuuVl 3) Sj^uiJl ^1J_j L^UjibJ 3 L^a( jJL>.( j Suleu^fl ^Jobcjj H dUf JS JSjJlb&a ^jt^SeA 3 

4- Script kiddie 

^ jjijj (4^3 jJjtil JLoks! ^ SjLc (JUajj ^^IkaVl jix>-Vl l5 0-* 

d^jt^Jl ^ulc I j^Lt^j 5 (jjl ^ik£. JaJu& jUIi»l 5u jbLtLfu ^ La JS 3 LjJMstlul dJajjJ^ 5 CitjJu J 

. p4la (jC^ (it 

. djW>- 3 j-ai jtul>- ^jJLc JjjjlaJt CjLalb> ^3) ^j-o UjLgljl J3SJ dJUdj 



1)111111111 jSLi O3SU 3 (jJjjSL^uj Ja jJbbS^LdLuall ■t'""" £jj\ 

llimni aJalkk Vl^.'Ur jJU ^>iLaJ» j( j^^l JL>» ^ JAUc ^ 

Penetration 

. ciISjj^ji ^ Sunbelt cilSLuulu Sj 3> 3I1 citjJuit 1 j^uSS 3 tester 

3 jjjjjSL'.ta.M 2uuljj ^Lt2 La Lj-ti f^iSuu 3^ CjUiL> Sjlc (Jt Lie 3^ 3^ m Jaj^ djlju 

j<uu 3..','^" ^j-ii 3uL 3 rtlftjbelt Cjloe^lt 3 ^"jj^j-"^ ^ 3 ^ruS ^ubl 3^ 3 Nj'^^" (^4-1 

5 SuUstJi j (>aV( (jfl 3! oi^ J 0^' CjuI ^3* 

Lj£.l 3jt 3 iJ jj35uLm d^lS La t^iu 0' LLlLc s_j^> 3JL1 Jt 344JI t ^lc <uL>>Vt J 

Security is a process, not a product (jl^ adj&li Sja u*»,i 
^jjjiivt 3) ISA server cisco ASA u£ jt ^^3 ciist j^vt % 1 00 

CjLJUuC 3I <Ulax ulteuJ u'jJ^J'"^ (j'j-^>-^ JLub siUSLLa d_jUi>- ilii^aa* 03SJ bu» 
US . jJbVVl 3 ^LjLua]( j-4 dS jjiJ) CjULlj L7 JLc lalitseli 3 dSLuiJt >ib>t uLbelO L^Juiuj j» 3^ 

(jjj3SLjuiJt S jjjS ^tjil wJU^ jl lia_>V oj-i J3>tu 
? (44c! 3^1 U 3 jjSLjji (»A V3I La 




Hacker: Friend or Foe? 



White-Hat (a.k.a. Ethical Hacker) — 
Hired by firms to analyze their system 
security 

Gray-Hat — Seeks out and publicizes 
(but doesn't exploit) security hole 

Black-Hat (a.k.a. Cracker) -- Seeks to 
penetrate and compromise systems 
Script Kiddie — Novice hacker who 
relies on exploits developed by 
others; not to l?& uncferestfrmitcc// 
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(oJbli 3 2bba jJ t wcu j^^--" 32s ^^3 >_i jiti I 3 jj j^tJ I ^aStwIU L >uuJ j>bJ I f» $%hl L 3A jSLgJl 
j 2u3 jKV^ dJtUL tfUe o» J^ait US 3I 1^13-ii > a,uwt 2uu-da J (jl>. 

A person who enjoys learning details of a programming 

language or system 
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Cisco Systems 



RAM 


256 MB (installed) / 1 GB (max) 


Flash memory 


64 MB (installed) / 256 MB (max) 


Type 


Router 


Connection Type 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Encryption Algorithm 


DES, Triple DES, AES 


Supplied OS 


Cisco IOS SP services 


Voice Codecs 


G.711, G.723.1, G.728, G.729, G.729a, G729ab, G.726 


IP Telephony Features 


Echo cancellation (G.168) 


Protocol Remot 


SNMP 3 


Interfaces 


2 x network - Ethernet 10Base-T/10QBase- 
TX/1000Base-T - RJ-45 | 2 x USB | 1 x man- 
agement - console | 1 x network - auxiliary 


Firewall protection, 128-bit encryption, hardware encryption, VPN support, 
MPLS support, URL filtering, 256-bit encryption 




Cisco 2800 
Voice Bundles 
(CISC02851 -CCME/K9) 



RAM 


128MB 


Flash memory 


16MB Flash 


Type 


stackable -Switch 


Mac-Address Table 


12000 Entries 


Interfaces 


48 x Ethernet 10Base-T, Ethernet 100Base-TX 


Connection Type 


Ethernet, Fast Ethernet 


Data Rate 


100 Mbps 


Authentication method 


Kerberos, Secure Shell (SSH), RADIUS, TACACS+ 


Protocol Remote 


SNMP 1 , RM0N 1 , RM0N 2, SNMP, Telnet, SNMP 3, SNMP 2c 


Routing Protocol 


OSPF, IGRP, BGP-4, RIP-1, RIP-2, EIGRP, 
HSRP, IGMP, DVMRP, PIM-SM, static IP 


Flow control routing, auto-sensing per device DHCP support, auto-negotiation, ARP support, trunking, 
load balancing, VLAN support, auto-uplink (auto MDI/MDI-X), IGMP snooping, manageable , IPv6 support 





Catalyst 3750 Series 10/100 
Workgroup Switches 
WS-C3750-48TS-E 



RAM 


512 MB 


Flash memory 


64 MB Flash 


Tvoe 


Security appliance 


Connection Type 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Interfaces 


1 x network - Ethernet 10Base-T/100Base-TX - 
RJ-45 ] 1 x management - console - RJ-45 ] 2 x 
Hi-Speed USB - 4 PIN USB Type A ] 1 x serial - 
auxiliary - RJ-45 | 4 x network - Ethernet 
10Base-T/100Base-TX/1000Base-T - RJ-45 


Encryption 


DES, Triple DES, AES 


Performance 


Firewall throughput : 450 Mbps j VPN throughput : 
225 Mbps | Connection rate : 12000 connections 
per second 


Features 


Firewall protection, VPN support, load balancing, VLAN support, High Availability 


Concurrent sessions : 280000 | IPSec VPN peers : 750 | SSL VPN peers : 
2 | Virtual interfaces (VLANs) : 100 





Cisco ASA 5520 Firewall Edition 
ASA5520-BUN-K9 
security appliance 




uni 

N ETWORKS 




Aggregate Half-Duplex Throughput 

* 10 Gbps 
FPC Slots and Full Duplex Throughput 
per Slot 

* 1 built-in, 4 Gbps additional 1 Gbps 
for FIC 

PICs per Chassis 

* 4, plus 2 additional fixed FE, or 1 
fixed GE ports 

Chassis per Rack 

JL^ Router M7i 

*No 



Dimensions 

* 3.5x17.5x18 in 

* 8.9x44.5x45.7 cm 
Mounting 

* Front or center 
Maximum Weight 

*38.2 lbs/ 17.3 Kg 



Power Options 

* DC Input Power (Fully Loaded): 10 A at -48 VDC; 378 
watts 

* No. of power supplies required (non-redundant/redundant): 
1/2 

* AC System Input Power (Fully Loaded): 4 to 2 A; 100 to 
240 VAC; 47 to 63 Hz; 400 watts 




Number of Interfaces* 

8 mini-GBIC (SX, LX or TX), or 2 XFP 10 Gig 
(SR or LR) 

Maximum Number of IP Addresses in 
Trusted Interfaces 

Unrestricted 
Maximum Throughput 

* 10 Gbps FW 

* 5 Gbps 3DES VPN M iO CO A A 
Maximum Number of Sessions |\0toCr66n - OZUU 

1,000,000 

Maximum Number of VPN Tunnels 

25,000 

Maximum Number of Policies 

40,000 



Maximum Number of Virtual Systems 

0 default, upgradeable to 500 
Maximum Number of Virtual LANs 

4094 

Maximum Number of Security Zones 

16 default, upgradeable to 1,016 
Maximum Number of Virtual Routers 

3 default, upgradeable to 503 



Routing Protocols Supported 

OSPF, BGP, RIPv1/v2 
High-Availability Modes Supported 

* Active/Passive 

* Active/Active 

* Active/Active Full Mesh 
IPS (Deep Inspection FW) 

Yes 

Integrated / Redirect Web Filtering 
Yes 




o 



Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



o 



Junos Software Version Support: Junos 
Software 9.1 

Firewall Performance (Large Packets): 600 
Mbps 

* Firewall Performance (IMIX): 400M 

* Firewall and Routing PPS (64 Byte): 175, 
000 pps 

3DES and SHA-1 VPN Performance: 140 
Mbps 

* Concurrent VPN Tunnels: 512 MB / 1 GB 
DRAM 256/512 

Maximum Concurrent Sessions: 512 MB / 1 
GB DRAM 64K/128K 

* New Sessions/Second: 5,000 



Fixed I/O: 4 x 10/100/1000 
Maximum PIM Slots: 3 
Maximum EPIM Slots: 0 

Router J2320 



BGP, OSPF, RIP, Static, ECMP: Yes 
Multicast, PIM SM, SSM.IGMP: Yes 
Maximum Number of Security Zones: 40 
Maximum Number of Virtual Routers: Yes 
Maximum Number of VLANs: 256 
PPP, FR, MLPP, MLFR, HDLC: Yes 



iAfe: sIiWcCk! P®^* J 2320 


fflLU ^^^^^^^ 

w PORTO STMUS 


PORTl STATUS ^ j 


& POWER <T COH3£H£ ALJ* 




nriiHi 


SLOT NUMBER 

HSR D USB 1 









Data Rate 

* 480 Gbps 
Throughput 

* 357 Mpps (wire speed) 
10/1 00/1 000BASE-T Port 
Densities 

24 (dual-mode 1/10GbE 
network ports) 

10GBASE-X Port Densities 

24 

100BASE-FX / 1000BASE- 
X (SFP) Port Densities 

N/A 



Resiliency 

Dual load-sharing internal autosensing AC 
power supplies 
Power Options 

Autosensing; 110/220 VAC; 60/50 Hz 
Operating System 
JUNOS 

QoS Queues / Port 

8 

Traffic Monitoring 
N/A a m 

'""■lL 



MAC Addresses 

16,000 

Jumbo Frames 

9216 Bytes 

IPv4 Unicast / Multicast Routes 

N/A 

Number of VLANs 

1,024 

Switch EX2500 




Itl 11 12 13 14 15 16 




•••mm 



40 0 ft h. 



• •" 






coSui «u^>j <&ju& 33 ciiSaili jo* ijl>> aijjjdi ci^jSjjjjjJi Routing Information Protocol : RIP 
idA jlju 3 ARPNET ji *«Wt* jj£ ^ 1 988 pi* JS id* j^ku ^iai ajIsl* js aatiii XaA*i\ j\ 

Bellman-Ford Algorithm SluUjw 2uu^ jl^ jui«j ^ Distance Vector JjSjjjjJi 

• VI, V2 ^Loiii^ oijidUdl -^Uj j L^d^i j! j^ojU ^mi ljj^ii jjlc ^jk. jUi^i ^ 



2uUc 2d3>di aVjSj3jjjlt jlvi Loji Enhanced Interior Gateway Routing Protocol juu$ % EIGRP ^ 
juIju^ advanced distance-vector ^ ajJ^i jdUJ & j^Ij jSL^ as j& cmQ ^ c#j5>Sjjj]i <u?*>tfi 
jLu-a j^i ^Lojv j^i j_4 5jUajL4 cibu^j <<Ua 5d£. juisu Diffusing Update Algorithm ^jg 2ujU> 2uUc jlc 

.Bandwidth,Delay,Load,Reliability,MTU,Hop Count 20^^ 

CiiSLu^Jt J uijbsiu4 jiSSfl jlajj ^jjdi *u^>ui ca^s^jjj-i ^ j^Sjjjjj Open Shotest Path First juuy. OSPF 
jisij Dijkstras algorithm ^.jg 2uUc jl^ juiaug Link State juu auiiit aM^ii sj^i js^ ^uu <UjS 

iy%>& ^SLuoii tiji ^ j ^ i^j^j ^cLu 1 5 Area pLo^i sj^y i ^jmni 2uiisL«i oju^jU 



ji cosj ^jjLuj <up*>ui u^ji Intermediate system to intermediate system % ISIS 

Ji J3S jjjj-j (jLc juiaj ^3 ijj^S j>jL>iffi 4 julj ^jjl^ j jS jj^^t l§ mj 4ji OSPF ji Jjl4 aIjU Linl state 
IP ji JjSjjjj^ ^ju Intergrated IS-IS ^ju ^ ^3 ^ dju&j CLNP JjS^jju jui*j Jj«u>*j ^jJi IP 



us jL^idii ^iditioiSu ^ ^jSjSj^j l^jI JjSjjjjJi idA juu Border Gateway Protocol ^^uj : BGP 

js cll>>Li juabi i^aJi t^ii^uj autonomous System ji iskjj ^ ^ j^is jsliu ^uSn as >> 

^Jj pLx^I 5JL£ Jk. JUlsuj path-VeCtOr JLsu ^ JLxj ^ Jt^lfl jf ^l^il gJb^S Jl4 joilft ^Ic ^ ^JL?=j ^1 CiLdlaJI 

q . wojiSUi ji^j j^i jUi^i^dJL^Lu Attribute 



ciis^i jj c*4 jiaSfi ^ fjbti^jj 4^ jUi ca jSjj^jj >>T j $s jj iJ( j ^3 Exterior Gateway Protocol y^uj : EBG 

J 3S JJ^j-j 4-dbt!l 
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. 1^1 jjuii j^i (sjjuojj j±m magazine@networkset. net ajbai ju^ jl. ^tia 



S OSPFJI Process-idJI 



local j>l ^50^0^3 0J03J ^jJI U ^?L>^3 oi^JI ^svsLj ^J^u\) OSPFJI ^ Procsee IDJI ol <J>ai ol v^ JI^JI Ijlq> l ^JU: <uL>\U 
diJLcxj ^3^1 olS JL> ^ss juJu St s^3 i-o-L-auo Process idJI olS^J ^>o o\Lcxa/ ^3_^u bJsH ^^lqj ^ oljj^ ol lsI to the router only 

~ E £ ~ E 

gyl^JIs >>\JI o-t >-aJLL>jo i^jul Lgjuo qJLa£ JS clkc^J b«L I jJ ^SpAII ,>£ ^>s^o cuLxc JS g$Sj ol jujj3 ^jJI ^joaj ^sJU; multiple OSPF 

65535 

Router OSPF 3 ^1 J^JaJI ^^JLc ^3 
JLo^Process idJI o\J EIGRP i-qlL-^q >o\JI Lut>3 



o 



^JjjJI 3£>Lo3 local port and remote port 3^Lo : Jl^u 
^3^0 3^ US clq-JoJI cjoi />Lc JS_*iju3 joj ^3^ Transport Layer o^l j}\ ojiJaJI 1^3^03 OSI LayerJU .J:..^!^ ju^ : 

£ ~ E £ £ 

kJI ^C$j l5^I ^-fiJ>t»3 <-S>>l <-QjUo3 ^jJ| qsLo\ib UDP 3I TCP /jJo^LjuuuoJI J3S3J3JJI £3j JuJoJu />3iij' Ipjl L^c 

JL^u\U d)ju£ 6^3>'3joJI <Ujl3-M.17.il oUj3jJI Jo I />JoJL..>.u Ouls &9I3J0JI Jo I 6.^iV7 ol Juj^HTTP J I ^ . h'i /jJojLjuju C*jS lils cLoJoJ-m.u 

v_svsIj3 .... 5JI http,ftp,dns,dhcp Jio cu^o oLojoJ j3^o_o oj3j1023 J3I65536 3^ obj3JI :>jlc ol ^j^o 3^ I0S38O oj^JI 

E £ E 

OJjJu\JI c LoL\->->-iaiI ^-JUoju QjoUjj lSI 3I oljOj-^jLoJI JjLo ^joI>JI ^j^su} />JoJLajuu ^jjo L^juOsS />Ls«JI /)ljoJi_*jj\U >«JiS2J obj3-JI 

Jl 3^ Remote Port J I Loj^UDP 3 [TCP J I ^ ^bJI jju^JI ^ cuuLS />ou lSjJI Source Port 3^ local Port ol ^ abl-Ji^ o^SLJI IjJ 

Destination Port 

C EE 

,^,0^1,1^^1025 . XJq 

^_s\3HTTPJI v_sv (^oioJI ^jjJoJI 03S 335^ ou-MjJ I3 Destination PortJI 3I oj3j 03jojjJI 3^ 03S-J8O 0J3JI Loj^jj oj3j JIS3J 3I 0^ 

^jJI jJqJJ ^93_juu t^JLhJI J-*cu L0JULC3 cuJI J-^u sSjJI .iLsljjJI P I3J I ^jJLc gj<xjuuuJ380 Oj3-JI ^jJLc ^^jJlo O3SU ^93joJI (JS30j v_5"J I >9j-*-*.uJ I 
JIS3JUI Ob ^jj c93_*ju 6>oJI IjoSj (^SJ oJLuUjI Jusj3 OjoIju V3I looJl §^3 i-J-h.ll Jo Ls HTTP OjoJoJ ^0^19 ^-JLkJ I \x& Ol ^ AjuUaSLJ jJul^JI 

80 O3S-; ^93_*ju Oj3j 03jCxjjJ I LoJUj i_sJI3juulC /^9j Oj3j 



E E E C I 

obljLc\JI es^b>3 DSL (jjo jJ3>)I gjo OJjJLi\JI J^3> /539I c tcu>b Ol Jaj I3 1 84 1 . 35L m. i ->- m. j J-<?-».>.iJ I l _$\3 uSJu£ bl ! <US_*Juuo 

S" £3-b3Jx)l Ijl^j joLftJJ clojAUI 

o^ip route 0.0.0.0 0.0.0.0 192.168.1.1 >o\JI J\io ^ oS^aJJ default route 3^ ^1 oj ^3^ ol dLJLcLo JS : JoJI 
^3>-3joJI -v.o-i.oJb ^0 laJo v^^^ip default-gateway 172.16.1.1 ^sJLJI >o\JI ojLSj ^3 ^^03^ I ^| oojl Uj^3 />33joJI v_swl 035b 

( ^Ijlc\U Jj19 sIIjulC { J^jJj^jujJ\ OlS JL> v_sv9 L^JLosSLi />3£i cUiUJI 03ix>JI) (^^0^3^^! §jO J-^luoJ^ jJ3jJI ^sJLc 

1 By Default ^Jl ^OLc gl^o PAT Jl o^-aj o^^-o oJro\Lo 
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